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1. Overview

Welcome to the ViVOstate Terminal Management System Quick Start Guide. The purpose of this
guide is to provide users a concise set of instructions quickly onboarding with the ViVOstate Terminal
Management System.

The ViVOstate Terminal Management System (TMS) enables customers to manage and control their
ID TECH devices from any internet connected computer, phone or tablet. With ViVOstate TMS, users
can monitor their entire estate of ID TECH devices for device activity, status, and many other
parameters via the ViVOstate dashboard and exception alerts. Additionally, readers can be
maintained via remote updates, saving unnecessary service calls and unplanned kiosk downtime.

Note: Because ViVOstate TMS is still in development, the contents of this guide may not reflect
the current state of the ViVOstate TMS site or application.

2. Obtaining a ViVOstate TMS Account
Contact your ID TECH representative to obtain a VViVOstate TMS account

3. Logging into ViVOstate TMS

To log into ViVOstate TMS:
1. Go to the ViVOstate Login page.
2. Enter your user credentials and password and click Log in.

\V/\V o P00

Terminal Management System

Username

Password

Reset Password
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3.1. Resetting a Forgotten Password
Note that ViVOstate passwords must:
e Beatleast 8 characters long
o (ontain at least one upper case character
e (ontain at least one lower case character
e (ontain at least one numeric digit
e Contain at least one special character from the set (<space>!"#$%&'()*+,-./:;<=>?[1" _{[}~)

To reset your password:
1. Goto the ViVOstate Login page and click Reset Password.

Username

Password

2. Enter your email and click Submit.

Please enter your email

Back to Login Page

3. Check your email and follow the provided password reset instructions.
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4. My Profile

The My Profile page provides access to the following settings:
¢ Basic Information: the user’s first and last name.
e Phone Number: the user’s phone number and option to receive SMS alerts.
e Email: the user's email and option to receive email alerts.
e Change Password: the option to change the user’s password.
o Estates: the estates the user can access and their role within those estates.
e Alerting: test options for email and SMS alerts, plus the option to disable all alerts.

VIO szt
Terminal Management System

Estate: |D TECH~ Enrolled: 17 Active: 14 Online: 9 Offline: 5 Alerts: 0

Dashboard Device List Device Status  Enroll Device  Enroll Multiple Devices RKI Provision User Management Support My Profile  Log Qut Welcome, Chris Barton
My Profile
Basic Information Change Password Estates
Estate 7 Role Company
First Name Chris Current Password
ID TECH Admin ID TECH
ID TECH 2 Reader ID TECH
Last Name Barton

New Password Alerting

Phone Number .
Disable all alerts

o 1234567899 Confirm Password Send Email Test Alert Send SMS Test Alert
Check to enable SMS alert
Change Password

Email

chris.barton@idtechproducts.com

Save Changes

Check to enable email alert

4.1. Changing Profile Information
To change profile information:
1. Go to the My Profile page.
2. Enter or toggle the desired changes.
3. (Click Save Changes.
4. Click Yes in the Confirm dialog that appears.
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5. Estates

An estate is the collection of terminals and readers that make up a sales ecosystem. In VViVOstate
TMS, estate owners can determine the criteria for their estates—types of readers, geographic area,
or retail locations, for example.

Estate owners can also determine the user roles for each estate. ViVOstate TMS users can be either
administrators or readers. Each estate’s set of user permissions is independently configured; a user
can be an administrator in one estate but limited to reader permissions in another.

6. ViVOstate TMS Dashboard

The Dashboard page provides a snapshot of the user’s estates.

ViVOstate“’
Terminal Management System

Estate: |D TECH= Enrolled: 17 Active: 14 Cnline: 9 Offline: 5 Alerts: 0

Dashboard Device List Device Status  Enroll Device  Enrcll Multiple Devices  RKI Provision  User Management  Support My Profile  Log Qut Welcome, Chris Barton

Current Estate Status

Device Status Overview Estate Device Map

“‘!)

® Light © Satellite

Russia

N Roady
I Device Offine
. Reseting

RKI
N Updating Frmwar
I Updat

@ Inited Stat
. Inactive Mexci

Chamis
€ Mapboax © OpenSirectMap Improve this map

Offline Devices Overview

1. Estate: the currently displayed estate, including the enrolled, active, online, and offline
devices, plus any alerts.

2. Device Status Overview: an overview graph displaying the number of and status for currently
online estate devices.
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3. Offline Devices Overview: an overview graph of the number of offline devices and the length

of time they have been offline.

4. Estate Map: a geographical map of estate devices and an overview graph for online devices in

each location.

7. Device Pages

ViVOstate TMS provides several pages that provide device details and management options.

7.1. Device List

The Device List page displays the currently selected estate’s devices, including their name, model and

model number, status, serial number, location, tags, and any notes.

Device List

WP3300 /
WP3300 /
WP3300 /
WP5200 /
WP5300 /
WP5300 /
WP5300 /
WPGS00 /
woRenn /¢

Showing 1 to 17 of 17 entries

Dve-*
DVP-*
Dve-*

DV52-*

Device Name t Medel / Model Number

Augusta / IDEM-2*

SPTR2-*

SPTR2-*

SPTR2-*

Dvea-*

nee-*

Status
Ready
Agent Offline
Device Offline
Ready
Device Offline
Device Offline
Ready
Ready
Ready

Raarh:

Serial Number Lat/ Long

TOTT316415

stlafsdfascfs 33.807845 / -118.036663
7317817536

8267367485

B42t205136 35.607593 / 139.410955%

7527317533
530Z000001
5302000003
8197736280

27/ATRS2AA2

Tags Motes

The device list can also be filtered by clicking the Filter button, which provides a variety of options for
filtering both active and inactive devices.

Device List

? Inactive
* Active

# Online

@
@

¥ Resett
# Ready
# RKI

# Offline

# Agent

¥ Update Firmw.
¥ Update Bootloader
¥ Update Configuration

ing

Offline

¥ Device Offline

are

# Agent Time Offline Tags

¥ < 1Hour

# 1-24 Hours
e 1o

¥ > 1 Week

4 Device Time Offline
# < 1Hour
¥ 1-24 Hours
£ 1-7 Days
4 = 1 Week
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The Device Status page displays devices and various statuses, including heartbeat, serial number,

and model information, filterable by date.

Device Status
Search
Filter/Refresh
From Date: 08/17/2019 To Date: 09/18/2019
Asset ID Product Model Number ' Serial Number
N/A Augusta (Generic) IDEM-* 7127394906
N/A Zeus IDDD-* 73881977
N/A Augusta (Generic) IDEM-* 7127394906
MN/A Zeus 1DDD-" 73881977
MN/A Augusta (Generic) IDEM-* 7127394906
N/A Zeus IDDD-* 73881977
N/A Augusta (Generic) IDEM-* 7127394906
N/A Zeus IDDD-* 73881977
N/A Augusta (Generic) IDEM-* 7127394906

Last Status
Ready
Ready
Ready
Ready
Ready
Ready
Ready
Ready
Ready

Auto
Refresh )

Apply Filter/Refresh @

Last Heartbeat 1 Heartbeat Age

September 18, 2019, 1:40:29 PM PDT  Less than a minute
September 18, 2019, 1:39:48 PM PDT  Less than a minute

September 18, 2019, 1:39:29 PM PDT  Less than a minute

September 18, 2019, 1:38:48 PM PDT 1 minute
September 18, 2019, 1:38:29 PM PDT 2 minutes
September 18, 2019, 1:37:48 PM PDT 2 minutes
September 18, 2019, 1:37:29 PM PDT 3 minutes
September 18, 2019, 1:36:48 PM PDT 3 minutes
September 18, 2019, 1:36:29 PM PDT 4 minutes

7.3. Device Details

The Device Details page displays the device's general, heartbeat, firmware, configuration, location,

and other information, as well as a history of recent device events.

Device Details for Product VP5200 Model IDV52-* Serial 842t205136
View Raw

General Information** Device Location

Device Name: N/A RJTC
Notes: N/A

Lat/Long: 35.697593 / 139.410858

Tags™*: N/A

Heartbeat

Last Heartbeat: July 25, 2019, 9:17:50 PM PDT (173 days Aga)
Last Public IP Address: 180.39.43.61
Last Private IP Address: 192.168.1.39

Reported Battery Level: N/A (®)mepies

‘Online Status for Last 100 Heartbeats
Firmware

Update v396 il Update v395.T

Firmware Version: ID TECH Spectrum Pro Firmware V1
Last Firmware Update: N/A

Configuration

(DI’\’\(JLIFEUDN Version: 1.0
Last Configuration Update: N/A

Remote Key Injection

Last RKL: N/A

Date and Time

Device Events for This Device

+ Status Heartbeat | Heartbeat Age
- Device Offline  July 25, 2019, 9:17:50 PM PDT 173 days

Ready July 25, 2019, :17.02 PM PDT 173 days

Ready July 25, 2019, :15:57 PM PDT 173 days

Ready July 25, 2019, %:15:01 PM PDT 173 days

Ready July 25, 2019, :13:57 PM PDT 173 days

Ready July 25, 2019, %:12:57 PM PDT 173 days

Ready July 25, 2019, 8:11:58 PM POT 173 days

Ready July 25, 2019, %:11:01 PM PDT 173 days
o Ready July 25, 2019, 5:09:57 PM PDT 173 days

Raari lihe 25 2010 GNONN DMDNAT 172 daue e
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7.3.1. Viewing Device Details

To view the details for a device:
1. Go to either the Device Status or Device Details page.

2. C(Click on the desired device to view its status page.

Device List J%;
Device Name Model / Model Number Status Serial Number Lat / Long 1 Tags Notes
I VP5200 / IDV52-* Device Offline 8421205136 35.697593 / 139.410958 I
N/A Augusta (Generic) / IDEM-* Ready 7127394906 35.628523 / 139.736174 N/A
N/A Augusta S / IDEM-8* Device Offline 6467105331 35.628521 / 139.736175 N/A
Small Zeus Zeus / IDDD-* Ready 73881977 33.8288 /-118.0371 Small Zeus on C|
N/A VP6800 / IDV68-* Ready 9077513722 33.808311/-118.037505 N/A

7.4. Enroll Device
Users can enroll devices in estates via two pages: Enroll Device and Enroll Multiple Devices.

7.4.1. Enrolling a Single Device
Follow these steps to enroll a single device:

1. Go to the Enroll Device page.
2. Enter the following information:

Enroll a Single Device
Device Information

Model Number AC100 (IDCL-*) v
Serial Number

Device Name

0009

Set Device Status

Active

a. The device model number.
b. The device serial number.
c. A name for the device.
d. Click Verify Device to verify the information is valid.
e. Optionally, check Active to set the device's status as active.
3. Next, enter location information for the device.
Note: Location information are static by default and do not automatically update unless a
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device has tracking features. You can edit device location later, if needed.

Location Information

Latitude

Longitude

a. The device's installation latitude.
b. The device's installation longitude.

IQ@

Optionally, click Get Location to find your current location or Show on Map to see a map
display of location information you've entered.

4, If desired, enter a note for the device, then click Enroll Device.

Note

Enroll Device Cancel Enrollment

7.4.2. Enrolling Multiple Devices
Enrolling multiple devices is currently in development.

8. RKI Provision

The RKI Provision page is currently in development.
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9. User Management
The User Management page provides options for adding and managing estate users.

User Management

Estate Users List Add Estate Users

First Last Email
Name T°  Name Role Email
Role Admin v Add User
Chris Barton Admin chris.barton@idtechproducts.com
Cliff Frescura  Admin cliff frescura@idtechproducts.com

Matthew Jensen Admin  matthew jensen@idtechproducts.com

Randy Palermo  Admin randy.palermo®@idtechproducts.com
Role Admin v Change Role
Delete User

9.1. Adding Estate Users

To add an estate user:

Add Estate Users

Email o

Go to the User Management page.
Enter the new user's email and select their role (Admin or Reader).

3. Click Add User.
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9.2. Managing Estate Users

To change an estate user's role or delete them:

1.

Select the desired user.

User Management

Estate Users List

Role Admin

First Last
Name T°  Name Role Email
Chris Barton Admin chris.barton@idtechproducts.com
Cliff Frescura  Admin cliff.frescura@idtechproducts.com
Matthew  Jensen Admin  matthew.jensen@idtechproducts.com
Randy Palermo  Admin randy.palermo®@idtechproducts.com

Delete User

v Change Role

ViVOstate TMS Quick Start Guide

To change their role, click the Role drop-down menu and select the desired role.

Click Change Role.

User Management

Estate Users List

First Last
Name 7' Name

Chris Barton
Cliff Frescura
Matthew Jensen

Randy Palermo

o Admin

Role

Admin

Admin

Admin

Admin

chris.barton@idtechproducts.com

cliff.frescura@idtechproducts.com
matthew jensen@idtechproducts.com

randy.palermo@idtechproducts.com

2 Change Role

To delete the selected user, click Delete User.
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10. ViVOstate TMS Agent

The ID TECH Terminal Management System Agent is a software agent application that resides on a
host device. The TMS Agent acts on behalf of the user to monitor the terminal device and, when
requested, make firmware updates to the reader. At no point does a user directly interact with the
TMS Agent. Instead, users trigger firmware updates via the Device Details page and the TMS API
performs any actions required.

Additionally, the TMS Agent is self-updating and does not require user interaction to stay up to date.

10.1. TMS Agent Data Flow

TMS APl  |[#¢------ TMS UI

3

Terminal
Device Browser

*Note: the TMS Agent runs in the background on the Host; users do not interact with the TMS Agent.

The diagram above describes the following events:
1. The TMS Agent retrieves terminal device information.
2. The TMS Agent sends a terminal device "heartbeat” to the TMS API server.
3. Independently, on the TMS website, a user requests a page of heartbeats from the TMS Ul
server.
4. The TMS Ul server retrieves heartbeat data from the API server

Similarly, the TMS Agent handles any necessary terminal device firmware updates without a user
ever directly interacting with it; the user makes all requests via the TMS website.
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10.2. Updating the TMS Agent Application on a Device

Follow the steps below to update the TMS Agent application on a device.

within that timeframe.

Note: The default time between heartbeats is 15 minutes; a TMS Agent update should complete

1. Loginto the TMS website.
2. (Click the Device List tab.

ViVOSthe"
Terminal Management System

Estate: ID TECH~= Enrolled: 19 Active: 15 Online: 11 Offline: 4 Alerts: 0

ce Status  Enroll Device  Enroll Multiple Dev

Current Estate Status

Device Status Overview

3. Click the desired device to update.

Dashboard Device List Device Status  Enroll Device  Enroll Multiple Devices  RKI Provision  User Management  Suppori]

Device List

Device Name t Model/Model Number Status Serial Number
Augusta FIDER -0~ Read 07731

I IFC Board / ID-8* Agent Offline 123123123123
VP3300 / IDVP-* Agent Offline sdafsdfasdfs
VP3300/ IDVP-* Device Offline 7317817536
VP3300/ IDVP-* Ready B26T867485
VP5200/ IDV52-* Device Offline 8421205136

4. Click the Update Agent button in the Heartbeat panel.

Device Mame: Production Test Unit IFC
Motes: N/A
Tags: N/A

Heartbeat

Last Heartbeat: March 27, 2020, 1:07:55 PM POT (8 minutes Ago)
Uptime: N/A
Agent Version 1.0.3.5

IFC Network

General Information Edit Tags Edit Settings

Update Agent
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5. Use the drop-down menu to select a TMS Agent version for the update.

Select Firmware Update X

Choose Agent Version v

Choose Agent Version
trns-agent_0.1.0-1_armhf.deb

tms-agent_1.0.2-0_armhf.deb

trns-agent_1.0.3-3_armhf.deb

6. Check the box under the drop-down to confirm that you wish to update to the new version of
TMS Agent and click Submit.

Select Firmware Update x

Choose Agent Version v

Nt updat arted the update cannot

confirm this action befors submitting

7. The TMS website displays a dialog that request is received.

Received X

Agent Update request received!

8. Wait for the next heartbeat to update the agent (heartbeats are sent at 15-minute intervals),
then reload the page.
9. Look at the Device Events section to confirm the target device sent the Updating Agent

status.

Device Events

Updating Agent March 27, 2020, 1:22:58 PM PDT Less than a minute

Ready March 27, 2020, T.22:57 PR PD ess than a minute
Ready March 27, 2020, 1:07:55 PM PDT 16 minutes
Ready March 27, 2020, 1:07:52 PM PDT 16 minutes
Ready March 27, 2020, 12:51:07 PM PDT 23 minutes

10. When the target device starts sending heartbeats again, reload the page.
11. Confirm that the target device has the correct version of TMS Agent in the Heartbeat panel.

e

Last Heartbeat: March 27, 2020, 1:22:58 PM POT (Less than a minute Ago)

Agent Version 1.0.3.5

Page |17



10.3. Updating Device Firmware via the ViVOState TMS Website

Follow the steps below to update device firmware on the TMS Website:

1. Loginto the TMS Website

2. Click Device List or Device Status to see a list of the estate’s devices.

ViVOstate TMS Quick Start Guide

Dashboard

V/IVOsote-
Terminal Management System

Estate: |D TECH Admin¥ Enrolled: 37 Active: 23 Online: 10 Offline: 13 Ald

Device List

ice Status | Enroll Device  Enroll Multiple Devid

Current Estate Status

3. (Click the desired device to go to its Device Details page.

Device Status

Asset ID Product Model Number Serial Number Last Status
I N/A VP6800 IDV68-* 8197736280 Ready I

MN/A VP6800 IDV68-* 8197736280 Ready

MN/A VP5300 SPTP2-* 9217791757 Ready

MN/A VP6800 IDV68-* 8197736280 Ready

MN/A VP6800 IDV68-* 8197736280 Ready

MN/A VP6800 IDV68-* 8197736280 Ready

N/A VP6800 IDV68-* 8197736280 Ready

N/A VP5300 SPTP2-* 9217791757 Ready

4. Scroll down to the Firmware field and click Update Firmware to display the update dialog.

minutes Ago)
Last Public IP Address: 207.141.117.106
Last Private IP Address: N/A
Reportad Battery Level: N/A

Firmware

Configuration

COsT T TEarioTaL T CUIUOI:}

O, CUEU TT.TT. 0 AWT T T 12

Firmware Version: VP6800 FW v1.00.081.0385.T
Last Firmware Update: N/A
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5. Inthe update dialog:

ct Firmware Update

Choose Firmware Version

WARNING:

* Once & device firmware update has started, the update cannot be
cancelled.

* User is responsible for ensuring that test devices only use TEST
rmware and production devices only update to PROD firmware.

) Please check the box to accept and canfirm this action before submitting.

a. Selectafirmware version in the dropdown menu.

b. Check the box to accept and confirm the action.
c. Click Submit.

6. The TMS website displays a dialog that it received the firmware update request.

Received X

Firmware Update request received!

During the update, the target device's status displays as Updating Firmware; when the update
completes the status displays as Ready.
Device Status

Asset ID Product Model Number

Serial Number Last Status

N/A VP6800 IDV68-* 8197736280 Updating Firmware

8197736280 Ready

N/A VP6800 IDV68-~
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10.4. Checking and Validating Firmware Versions via Raw Data

Follow the steps below to check and validate firmware versions via raw data.
1. On the Device Details page, click View Raw under the device name.

General Information

2. The page displays raw data for the device, including
a. dev_firmware_ver: the current firmware version for the K81 processor.
b. custom_device_data > dev_firmware_ver_1050: the current firmware version for

the RT1050 processor.
Device Details for Product VP6800 Model IDV68-* Serial 003F012972

Device Raw Data

dev_product_name: "VPEE0OO™

sztatus: "Ready"

zuper status: "Online"

device_nsme: "Producticn Test Unit™

3.802544"
: -118.030307"

custem _device data: "{"dev_firmware ver 1050":"VPE800 Ext FW

wl.00.500.0035.5", "dev_sdk wer":"SDK 1.0.35.004 Test5"}"

10.5. Notes About Updating Firmware

Be mindful of the following when updating device firmware:

e Firmware updates are limited to the versions listed in the Firmware Update dialog.
e Be sure to use the correct firmware update—production versus test—for the target
device:
o Production units have model numbers that end in a number (for example, IDV68-
11111) and use firmware updates labeled PROD.
o Demo units have a model number ending with D (for example, IDV68-11111D) and
use firmware updates labeled TEST.
e Firmware updates for devices with multiple CPUs are available only as packages and the
firmware for both CPUs must be updated at the same time.
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10.6. Troubleshooting Firmware Updates
If a firmware update fails, follow these steps to ensure further update attempts succeed:
1. Verify that the firmware update version is correct for the device. Do so by comparing the
currently installed version to the version number in the update menu.
2. Make sure the firmware update matches the device type—production versus demo:
a. Production units have model numbers that end in a number (for example, IDV68-
11111) and use firmware updates labeled PROD.
b. Demo units have a model number ending with D (for example, IDV68-11111D) and
use firmware updates labeled TEST.
3. Retry the update. The firmware updater is designed to be robust and handle any interruption.
Users can simply retry the firmware update process if it failed the first time.

10.7. TMS Agent Standby Mode
In Standby Mode, TMS Agent does not connect to the target VP6800 (or other device) before every
heartbeat. Instead, TMS Agent gathers heartbeat data on startup and writes it to data.json, stored
locally on the connected Interface Controller Board device. Before every heartbeat TMS Agent gets
heartbeat data from data.json instead of the VP6800.

10.7.1. data.json Overview
TMS Agent creates a data.json file and saves that file in the IFC Board's root directory to store the
VP6800's current data. TMS Agent uses this file to send accurate VP6800 heartbeat data without
having to connect to the device each time. TMS Agent only uses data.json when in Standby Mode.

Note: Although users can create their own data.json file, ID TECH recommends using the data.json
file that TMS Agent auto-generates. Using incorrect values in the JSON can majorly affect how and
what data TMS Agent sends to the TMS Server.
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10.7.2. data.json Example
The following example describes the possible data.json fields and values. Note that the file may not
always contain all fields and values listed below.

"ifc serial":"004T451437",

"idt serial":"003F012972",

"firmware ver":"VP6800 FW v1.00.085.0403.5",
"firmware ver 1050":"VP6800 Ext FW v1.00.500.0035.5\u0001",
"agent event":"Heartbeat",

"agent status":"Ready",

"device event":"Heartbeat",

"device status":"Ready"

Field ' Value

ifc_serial The serial number on the IFC board

idt_serial The serial number on the VP6800

firmware_ ver The current firmware version on the K81 chip
firmware_ver 1050 | The current firmware version on the RT1050 chip
agent_event The current event type being sent for agent heartbeats
agent_status The current status for the agent

device_event The current event type being sent for VP6800 heartbeats
device_status The current status for the VP6800

agent_version The current version of the TMS Agent

10.7.3. Troubleshooting Standby Mode
If the IFC Board unit cannot access data.json, it prints the following line out to the console:
There is no 'data.json' file or it has been corrupted. Please run agent in non-standby mode so the file
can be created and all appropriate data inputted into it or delete the existing one and restart the TMS
Agent.

When this happens, delete the data.json file and restart TMS Agent.
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10.8. TMS Agent Configuration

Device administrators can use the config.json file to perform basic TMS Agent configuration.

10.8.1. config.json Overview
The config.json file resides on an IFC Board device and handles TMS Agent configuration. IFC Boards
do not require a config file to run in default configuration. Device administrators must create
config.json manually in the following directory: /etc/tms_agent/config.json.

10.8.2. config.json Example
The following example describes the possible config.json fields and values.

"DEV": 1,
"IFC": 1,
"endpoint url": "https://api.vivostate.io/event"

DEV | If 0, TMS Agent connects to the production server; if 1, TMS Agent
connects to the test server (0 by default).

LFC | If 0, TMS Agent does not send IFC heartbeats; if 1, TMS Agent
sends IFC heartbeats (1 by default).

endpoint_url | The specific URL used to send heartbeats to the TMS Server. This
field overrides the DEV field when used (unused by default).

10.8.3. config.json Troubleshooting
TMS Agent does not require config.json to run, and as such does not send an error message when it is
incorrectly implemented; TMS Agent simply runs in the default configuration. If TMS Agent is running
in default configuration and not the configuration defined in config.json, follow these steps:
1. Delete config.json from the IFC Board device.
2. Create a new config,json in the /etc/tms_agent/config.json directory.
3. Restart TMS Agent.

Page| 23



ViVOstate TMS Quick Start Guide

11. Requesting Support
Find Tech Support resources at the ID TECH Tech Support home page or send an email describing any
issues to support@idtechproducts.com (emailing this address automatically generates a support

ticket).

Further in-browser support features are currently in development.
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