Data Collection for EMV Network Questionnaires
Prior to completing the Network Questionnaires, the merchant/ISV will have to provide the following information:
For EMV Contact:
1. Copy of the terminal EMVCo Level 1 Letter of Approval (Attached)


2. Copy of the terminal EMVCo Level 2 Letter of Approval (Attached)
A:https://atlassian.idtechproducts.com/confluence/display/EN/VP3600+Report?preview=/44077891/52725617/L2_VIVO_03334_13Nov15.pdf
3. TQM Label or Action Plan Reference (Attached)

Applying 
4. Copy of the PCI-Pin Transaction Testing Program Letter of Approval (Attached)
Applying
5. Copy of any Waivers received (N/A)
The EMVCo Level 2 Letter of Approval will be used to complete the majority of the questions on the Network Questionnaires with the exception of questions pertaining to the Level 1 reference number, expiration date, TQM Label, and PCI information.
For EMV Contactless:
1. Copy of the EMVCo Level 1 Letter of Approval (Attached) 


2. Copy of each brand’s Level 1 Letter of Approval (Attached)
3. Copy of each brand’s Level 2 Letter of Approval (Attached)







4. TQM Label or Action Plan Reference (Attached)

Applying 

5. Copy of the PCI-Pin Transaction Testing Program Letter of Approval (Attached)
Applying
6. Copy of any waiver received from any of the brands. (N/A)

General Questionnaire

Terminal: Configuration? (i.e 1C, 12C, 27C)  ?  __3C and 4C___
Are you doing a SELECTABLE KERNEL?__n___ If so, What is the 2nd Configuration?_____
	
	Amex
	Discover
	MasterCard
	Visa

	Terminal Model # being used for the EMV certification
	VP5300
	VP5300
	VP5300
	VP5300

	Contact support (Y/N)
	Y
	Y
	Y
	Y

	Contact Payment App Name and Version #
	

	Contactless Support (Y/N)
	Y
	Y
	Y
	Y

	Contactless Payment App Name
	
	
	
	Visa VCPS 2.2

	Contact Cash Back Support (Y/N)
	N
	N
	N
	N

	Contactless Cash Back Support (Y/N)
	N
	N
	N
	N

	Magnetic Stripe
Support (Y/N)
	Y
	Y
	Y
	Y

	Manual Key Entry
Support (Y/N)
	N
	N
	N
	N

	Magstripe Contactless Chip
Support (Y/N)
	Y
	Y
	Y
	Y

	IC Contactless Chip
Support (Y/N)
	Y
	Y
	Y
	Y



AIDs Supported by Brand (Check all that apply)
	
	Amex
	Discover
	MasterCard
	Visa

	



contact
	|X| A00000002501 Amex
Note 1
	|X| A0000001523010 Discover/Pulse (including contactless D-PAS)
	|X| A0000000041010 MasterCard 

	|X| A0000000031010 Visa Credit/Debit
 


	
	
	|X| A0000003241010 Discover Zip (contactless mag stripe)

	|X| A0000000043060 Maestro 

	|X| A0000000032010 Visa Electron 


	
	
	|_| A0000001524010 Common U.S. Debit AID – Diners/Discover
	|_| A0000000042203 U.S. Maestro 

	|X| A0000000033010 INTERLINK 



	
	
	|X| A0000000651010 JCB

	
	. |_| A0000000980840 VISA US DEBIT


	
	
	|X| A000000333010101 China Union Pay Debit (Future use)
	
	

	
	
	|X| A000000333010102 China Union Pay Credit (Future use)
	
	

	
	
	|_| A000000333010103 China Union Pay Quasi Credit  (Future use)
	
	

	
contactless
	
	
	There are no MasterCard PayPass specific AIDs. 

	There are no Visa payWave specific AIDs



Note 1:  
All American Express Expresspay-compliant applications will commence with the Application Identifier (AID) of ‘A00000002501’, but may contain longer AIDs. 

AIDs Supported by Debit Network
	DNA Shared Debit
	Interac
	
	

	|_| A0000006200620 DNA Shared Debit AID 

	|X| A0000002771010 Interac (future use) 

	
	

	
	
	
	

	
	
	
	




Discover
Contact and Contactless:
1. Is this your first D-PAS terminal E2E certification?  

2. Fallback to Magnetic Stripe modes supported
	_Configure __	Application not found
	_ Configure _	Chip read error
	   Configure	Blocked application 
	_ Configure ___	How many tries are needed before fallback allowed?

3. Are the Diner’s BINs supported?
No

4. Is PDOL supported?
Yes

5. Is Cash Advance or Quasi-Cash Transaction Supported?

No
6. What is the terminals floor limit?

               Yes
7. Terminal Device Type is:

	_____  POS
	_____ Mobile POS      
	__Y___  Automated Fuel Dispenser
8. Contact D-PAS Specific Configuration
	Is this an offline or online terminal on the contact interface?
	Yes

	Terminal floor limit for D-PAS contact chip card transactions
	Yes

	Directory Method (PSE selection) (Y/N)
	Y

	Cardholder Confirmation (Y/N)
	Configure

	Cardholder Selection (Y/N)
	Configure

	PDOL Supported (Y/N)
	Y




9. Offline Data Authentication Supported (on contact interface)
	SDA (Y/N)
	Yes

	DDA (Y/N)
	Yes

	CDA (Y/N)
	Yes

	CDA Mode
	Mode 1




10. Terminal Action Code (TAC) Values (on contact interface)
	Denial TAC Values
	Configure

	Online TAC Values
	Configure

	Default TAC Values
	Configure




11. Cardholder Verification Methods Supported (on contact interface)
	Offline Plaintext PIN (Y/N)
	Configure

	Offline Enciphered PIN (Y/N)
	Configure

	Online PIN (Y/N)
	Configure

	Signature (Y/N)
	Configure

	No CVM (Y/N)
	Configure



Contactless:
1. Does the terminal product have an approved D-PAS Contactless kernel?
Yes
2. What is the D-PAS Contactless Certification expiration date? 

3. Is CDA supported?
Yes
4. PDOL supported?
Yes
5. Is Issuer Script Processing supported?
Yes
6. Do you support Cash Back?
Yes
7. Does the terminal support a Contactless CVM Limit?
a. If yes, what’s the limit?
Yes, configurable.
8. Does the terminal support a Contactless Floor Limit?
a. If yes, what’s the limit?
Yes, configurable.

9. Does the terminal support a Contactless Transaction Limit?
a. If yes, what’s the limit?
Yes, configurable.

10. What CVM Methods are supported?  Check all that apply:

____ Online PIN
____ Signature
____ No CVM
____  Mobile confirmation code
Support All.
11. MPOS Device type?N
____ Attached card reader
____ Integrated contactless reader

12. Mobile device operating system?

N/A
13. What is the AVN (Application Version Number i.e. version of D-Pas)?


14. Is AVN (Application Version Number) checking is supported?
Yes
15. Terminal Configuration
	Does terminal have a PIN Pad? (Y/N)
	N

	PIN Bypass Allowed? (Y/N)
	Y

	Does terminal have the ability to print receipts? (Y/N)
	N

	Does terminal have a combined magnetic strip and chip reader? (Y/N)
	Y

	Can the terminal force a transaction online? (Y/N)
	N

	Is the terminal configured to allow the merchant to force acceptance (override a decline)? (Y/N)
	N

	Is the terminal located at an unattended gas/petrol station? (Y/N)
	Y

	List all Application IDs (AIDs) supported
	Configure




16. Card Data Input Supported
	Contact DPAS support (Y/N)
	Y

	Contactless DPAS support (Y/N)
	Y

	Discover Common Debit AID support (Y/N)
	Y

	Diners BINs Supported (Discover Terminals) (Y/N)
	Y

	JCB Transactions Supported (Y/N)
	Y

	IC Contact Chip (Y/N)
	Y

	Magnetic Stripe (Y/N)
	Y

	Manual Key Entry (Y/N)
	N

	Magstripe Contactless Chip (Y/N)
	Y

	IC Contactless Chip (Y/N)
	Y

	Other
	





17. Cardholder Verification Methods Supported (on contactless interface)
	Online PIN (Y/N)
	Y

	Signature (Y/N)
	Y

	No CVM (Y/N)
	Y

	Mobile confirmation code supported (Y/N)
	Y




18. Fallback to Magnetic Stripe Modes Supported
	Application Not Fund (Y/N)
	Configure

	Chip Reader Error (Y/N)
	Configure

	Blocked Card (Y/N)
	Configure

	Blocked Application (Y/N)
	Configure

	How many tries are required before fallback is allowed?
	Configure




19. MPOS Specific Configuration
	MPOS Device type
	n/A

	PCI PTS certified Pin Entry Device? (Y/N)
	n/A

	PCI Approval number
	n/A

	PCI PTS Version number (version number should 3.0 at least)
	n/A

	SRED (Secure read and exchange of data) enabled? (Y/N)
	n/A

	PCI P2PE (Point to point encryption) certified? (Y/N)
	n/A

	Mobile device operating system
	n/A




20. Contactless D-PAS Specific Configuration
	Is this an offline or online terminal on the contactless interface? (Y/N)
	Y

	Contactless D-PAS EMV is supported? (Y/N)
	Y

	Contactless MS mode (ZIP) AID configured? (Y/N)
	Y

	CDA Supported on contactless D-PAS interface? (Y/N)
	Y

	AVN (Application Version Number) checking is supported? (Y/N)
	Y

	PDOL Supported? (Y/N)
	Y

	Issuer scripting supported? (Y/N)
	Y

	Reader Contactless CVM Limit
	Configurable

	Reader Contactless Floor Limit
	Configurable

	Reader Contactless Transaction Limit
	Configurable





Visa

Contact and Contactless:

1. Does the terminal have a preferred order of displaying applications?
               NO
1. qVSDC Version
VCPS 2.2
1. Terminal Manufacture Name
IDTech
1. Terminal Model Number
VP5300
1. Terminal Type
25
1. Terminal Country Code
                0840
1. Terminal Capabilities
Card Data Input Capability (Y/N)
	Manual Key Entry 
	N

	Magnetic Stripe
	Y

	IC with Contacts 
	Y

	Contactless MSD 
	N

	Contactless qVSDC
	Y

	For qVSDC ,Cryptogram 10 Is supported 
	Y

	For qVSDC ,Cryptogram 17 is supported 
	Y

	Does this Device support qVSDC and MSD active together? 
	N

	Does this Device support Contact VSDC? 
	Y

	Enciphered PIN for Online Verification 
	Y

	Signature (paper) 
	Y

	Enciphered PIN for Offline Verification 
	Y

	No CVM Required 
	Y



Security Capability (Y/N)
	Static Data Authentication 
	Y

	Dynamic Data Authentication 
	Y

	Combined Dynamic Data Authentication/Application Cryptogram generation 
	Y

	Card Capture 
	N




1. Additional Terminal Capabilities
Transaction Type Capability (Y/N)
	Cash 
	N

	Goods 
	Y

	Services 
	Y

	Cash Back 
	N

	Inquiry 
	N

	Transfer 
	N

	Payment 
	N

	Administrative 
	N



Transaction Data Input Capability (Y/N)
	Numeric Keys 
	Y

	Alphabetic and Special Character Keys 
	Y

	Command Keys 
	Y

	Function Keys 
	Y



Transaction Data Output Capability (Y/N)
	Print, Attendant 
	N

	Print, Cardholder 
	Y

	Display Attendant 
	N

	Display Cardholder 
	Y

	Code table 10 (Nordic alphabet) 
	N

	Code table 9 (Turkish alphabet) 
	N

	Code table 8 (Hebrew alphabet)
	N

	Code table 7 (Greek alphabet) 
	N

	Code table 6 (Arabic alphabet) 
	N

	Code table 5 (Cyrillic alphabet) 
	N

	Code table 4 (Baltic alphabet)
	N

	Code table 3 (Maltese alphabet) 
	N

	Code table 2 (Eastern European alphabet) 
	N

	Code table 1 (Western European alphabet) 
	Y



1. Application Selection (Y/N)
	Support PSE Selection Method 
	Y

	Support Cardholder Application Selection 
	Y

	Support Cardholder Confirmation 
	Configure

	Does terminal have a preferred order of displaying applications? 
	N

	Does terminal perform partial AID? 
	Y

	Does the terminal have multi language support? 
	Y



1. Data Authentication
	What is the maximum supported Certificate Authority Public Key Size? 
	248

	During data authentication does the terminal check the validity of revocation of Issuer Public Key Certificate? (Y/N)
	Y

	Does the terminal contain a DDOL? (Y/N)
	Y



1. Cardholder Verification Method (Y/N)
	Terminal support bypass PIN Entry 
	N

	Terminal support Get Data for PIN Try Counter 
	N



1. Terminal Risk Management (Y/N)
	Floor Limit Checking 
	Y

	Random Transaction Selection 
	Y

	Velocity Checking 
	Y

	Transaction Log 
	Y

	Exception File 
	N



1. Terminal Action Analysis
	Terminal Action Codes (Y/N)
	Y

	Terminal Action Code - Denial (always supported) 
	00 00 00 00 00
Configure

	Terminal Action Code - Online
	00 00 00 00 00
Configure

	Terminal Action Code - Default
	00 00 00 00 00
Configure



1. Completion Processing (Y/N)
	Terminal Forced Online Capability 
	N

	Transaction Forced Acceptance Capability 
	N

	Does terminal support Advices?
	N

	Does terminal support Referrals? 
	N

	Does terminal support the Electron AID? 
	Y

	Does terminal support Interlink AID? 
	Y




1. Payment Application Name and Version
Visa VCPS 2.2 v1.0 
1. Is the device being certified a mobile (mPOS) solution?
              No
1. Does this Device support MSD?
No
	If Yes , then the following question must be answered:

1. Cryptogram 17 is supported

1. Does this Device support Mag-Stripe transactions?
Yes
1. Is the Device Offline Capable?
               Yes
1. Is the Device Online Capable?
               Yes
1. Does the Device support DDA?
               Yes
1. Does the Device support Key Revocation?
               Yes
1. Does the Device support Exception file?
               No
1. Does the Device support Signature?
                Yes
1. Does the Device support Online PIN?
               Yes
1. Does the Device implement Form Factor Indicator?
               Yes
1. Does the Device support Reader Contactless Floor Limit?
               No
1.  If Yes,  Provided Limit Value

1. Does the Device support Reader Contactless Transaction Limit?
              Yes
1.  If Yes, Provided Limit Value
DFEE34 = 00 00 00 01 00 00
1. Does the Device support Reader Contactless Transaction Limit for all Payment Systems?
              Yes
1.  If Yes, Provided Limit Value
Group 0, DFEE34 = 00 00 00 01 00 00
1. Does the Device support Reader CVM Required Limit?
              Yes
1.  If Yes, Provided Limit Value
DF8126 = 00 00 00 00 80 00
1. Does the Device support Terminal Floor Limit (tag 9F1B)?
              Yes
1.  If Yes, Provided Limit Value
9F1B = 00 00 17 70
1. Does the Device Support Preliminary Transaction Processing?
               Yes
1. Does the Device support a fixed value for Amount, Authorized?
                No
1. Does the Device support Status Checking?
               Yes
1. Does the Device support comparison of Amount, Authorized to Reader Contactless Transaction Limit?
               Yes
1. Does the Device support comparison of Amount, Authorized to Reader CVM Required Limit?
               Yes
1. Does the Device support comparison of Amount, Authorized to Reader Contactless Floor Limit?
                No

1. Does the Device support comparison Amount, Authorized to Terminal Floor Limit?
               Yes
1. Does the Device support a display?
               Yes
	If Yes, then the following three questions must be answered:
1.  Is the display of Amount, Authorized supported when prompting for a card to be presented? Yes
1.  Is the display of the Available Offline Spending Amount Supported?
Yes
1.  Is the retrieval and display of the Transaction Log Supported?
No

1. Does the Device support a Printer?
               Yes
	If Yes, then the following two questions must be answered:
1.  Is the printing of the Available Offline Spending Amount Supported?
Yes
1. Is the retrieval and printing of the Transaction Log Supported?
No

1. Does the Device support any data format?
               No
1. Does the Device support transaction abort by merchant command?
               Yes
1. Does the Device support a pre-defined timeout?
               Yes
1.  If yes, Provided Limit Value
                       Follow Active Transaction Command.






Amex

1. List all of the terminals belonging to the product family that was EMVCo certified.
VP5300, VP3600, VP6300
1. Has the device being certified received a waiver?
Yes
1. What is the device provider’s name?
ID TECH
1. What is the device’s software name?
EMV Common L2 V1.10.037
1. Does your terminal have a separate pin-pad device connected to it?
No
0. IC, if this is a, “YES” please add in test case #9 if; if this is, “NO” remove test case #9.
1.  Device Name/Model
VP5300/SPTP2-988-32-2C-0C
1. POS/IPOS Hardware/EFT Software version (including Firmware)
N/A
1. PIN Pad Hardware/Software version-if applicable (including Firmware)
N/A
1. Device Terminal Identifier (TID)
N/A
1. Type of Device/Software requiring certification
1. Device Capabilities:
	DDA
	Y
	2 Line Display
	N

	SDA
	Y
	4 Line Display
	N

	CDA
	Y
	Supports Offline PIN – Plain Text
	Y

	Partial “AID” selection
	Y
	Supports Offline PIN - Enciphered
	N

	Supports Cardholder Confirmation
	Configure
	Can device be configured to produce EMV data on the receipt?
	Y

	Supports “GET DATA”
	Configure
	Is a receipt produced when a transaction is declined?
	Y



1. Supported CVM’s:
Contact CVM
	No CVM
	Y

	Online PIN
	Configure

	Offline PIN
	Configure

	Signature
	N



Contactless CVM
	No CVM
	Y

	Online PIN
	Y

	Signature
	N

	Mobile Passcode
	Y



1. Device Interface Supported:
	Contact + Contactless + Magstripe
	Y

	Contact + Contactless Chip
	Y

	Contact Chip
	Y



	Contactless Chip
	Y

	Magnetic Stripe
	Y



1. Device Communication Capabilities
Offline with Online Capability
1. Is “Stand-In processing” Supported?
Yes
1. Language Preference Supported
Yes
1. Is Optimized Processing Support for contactless offline data authentication supported?
N/A



















MasterCard

Contact and Contactless:

1. Does the terminal application support POI (DCC) Currency Conversion?


2. Does the terminal support Partial Approval of a purchase transaction?
Yes

3. Does the terminal support Approval of purchase only in cash back transactions?

Yes
4. What is the estimated number of terminals that will be deployed?


5. Will this terminal be deployed outside of the United States?  If yes, to what countries?


6. Is the device being tested a Mobile Point-of-Sale (MPOS) terminal?

No
7. Does you terminal behave as an “On Board”?   On board terminals are ones that are used in environments where online approvals aren’t available, i.e., aircraft, ferries, cruise ships.


8.  Does the terminal support session management?  Some terminals implement the payment transaction using a software session manager to operate the cardholder and merchant interface.  There are development requirements when the terminal has separate magstripe and chip readers and supports fall back.



9.  Does the terminal application support filtering of the candidate list?

No


10. Which AIDs can be prioritized when filtered? (Check all that apply):
a. MasterCard
b. Maestro
N


Contactless:


11. Please indicate which of the following additional contactless features is supported.  Check all that apply:

		
	MasterCard
	Maestro
	US Maestro AID

	Traditional magnetic stripe
	Y
	Y
	

	Cumulative transaction amount checking
the terminal may perform a cumulative floor limit check by adding the Last transaction in the terminal log file, if present and if performed by the same card, to the current transaction amount and comparing the total with the Terminal Contactless Floor Limit
	N
	N
	

	Fixed amount
all transactions are for a specific fixed amount
	Y
	Y
	

	Payment of gratuity
	
	
	

	Receipt printing
printing of a receipt is available on the contactless interface either with each transaction or at a cardholder’s requiest
	
	
	

	Exception File
allows the terminal to wan the merchant when the card is stop listed/black listed
	Y
	Y
	

	None
	
	
	





12. Are there any other non MasterCard contactless applications supported on the device, such as loyalty or other payment brand applications.   If yes, please indicate _______________________

13. What is the maximum keyed-in amount value?  ___________________________
This amount must match the maximum amount on the contact interface, even if it surpasses the Contactless Transaction Limit Amount.

14. Please indicate the offline capability of the contactless interface for

	
	MasterCard
	Maestro
	US Maestro AID

	Offline only
	N
	N
	

	Offline w/online capability and a positive floor limit
	Y
	Y
	

	Offline w/online capability and a zero floor limit
	Y
	Y
	

	Online only
	N
	N
	



15. Please indicate which additional feature(s) is/are supported for:

	
	MasterCard
	Maestro
	US Maestro AID

	Purchase with cash back
	Y
	Y
	

	Refund
	Y
	Y
	

	POI Currency Conversion
	
	
	

	None
	
	
	XXXXXXXXXXXXXXXX




16. All new deployment of contactless readers in merchant locations in the U.S. region must comply with MCL 3.0.3 or equivalent and support On Device Cardholder Verification.
	  Yes
17. a.  The tag 9F1D (Terminal Risk Data) is used to inform the cardholder device about the availability   of  certain functionality, such as CVM capabilities on the terminal.  The format of 9F1D is application-specific.

	
	MasterCard
	Maestro
	US Maestro AID

	Value of tag 9F1D (8 byte hex value)
	Configurable
	Configurable
	Configurable




b.  Data Storage support uses the chip card as a scratch pad or mini data store with simple read/write functionality.  Kernel may support one or both storage methods and is configured accordingly.  Integrated Data Storage (IDS) method builds the reading and writing functions into existing payment commands (GET PROCESSING OPTIONS and GENERATE AC).
                                                                                                                                                                 
	
	MasterCard
	Maestro
	US Maestro AID

	Terminal supports ‘Data Exchange’ and the ‘Integrated Data Storage (IDS)’ feature is activated
	Yes
	Yes
	Yes

	
	No
	No
	No




18. What is the Contactless Transaction Limit-ODCV (On Device Cardholder Verification) value for:

	
	MasterCard
	Maestro
	US Maestro AID

	Maximum amount of a contactless transaction with ODCV
	Configurable
	Configurable
	Configurable




19. What is the Contactless Transaction Limit – No ODCV value for 

	
	MasterCard
	Maestro
	US Maestro AID

	Maximum amount for contactless transaction with CVMs other than ODCV?
	Configurable
	Configurable
	Configurable


 

20. What is the Contactless CVM Required Limit value for: 

	
	MasterCard
	Maestro
	US Maestro AID

	Maximum amount for a contactless transaction without cardholder verification (No CVM)
	Configurable
	Configurable
	Configurable




21. What is the Contactless Floor Limit Amount value for:
	
	
	MasterCard
	Maestro
	US Maestro AID

	Maximum amount for an offline contactless transaction
	Configurable
	Configurable
	Configurable





22. Will Online Pin be supported for MasterCard contactless transactions over the CVM Required Limit?   

	
	MasterCard
	Maestro

	Online Pin
	
	Required

	Signature
	Required
	XXXXXXXXXXX

	None
	XXXXXXXXXX
	XXXXXXXXXXX


[bookmark: _GoBack]




























Interac

1.	Can the PIN Pad be disabled?
		_Y_ Yes
		__ No

2.	Which AID(s) are supported?

		___  US Visa AID
		____US Maestro AID
		__Y__Both US Visa and US Maestro AIDs

43. Interac has defined 11 Terminal to Acquirer Host Tests.  This section will be enhanced with further tests once End-to-End testing has been fully defined.  It is recommended that these tests be performed as part of the certification process.  These tests are supported within the VIABLE took kit.

              Do you wish to include 11 recommended end-to-end tests as part of your certification?
		___Yes
		___No

1
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TL1_LOA_IDTE_15892_CT.pdf
Date: November 22, 2017 ‘ :) E MVCO

Howard Zong

ID TECH

10721 Walker Street

Cypress CA 90630-4720

UNITED STATES OF AMERICA

Re: EMVCo Letter of Approval — Contact Terminal Level 1

Approval Number: 15892 1117 430 43a 43a FIMT

IFM Identification: 80152101 Version: Rev A
Hardware: 80152111 Version: Rev A
Software: 80152121 Version: Rev A
As tested in: VP5300

Renewal Date: November 2, 2021

Dear Howard Zong,

EMVCo, LLC ("EMVCo0"), a Delaware limited liability company, has received your request for Level 1
terminal type approval for the interface module identified above. In connection with your request, we have
reviewed your report, identified by file number T17REP01-033 Version 1.0 which was generated by FEIMA Ltd.
Taiwan branch.

After assessing such file, EMVCo has found reasonable evidence that the submitted samples of the above
referenced interface module sufficiently conform to EMV Integrated Circuit Card, Specifications for Payment
Systems, Version 4.3, November 2011.

EMVCo hereby grants your interface module EMVCo Type Approval for Terminal Level 1, based on the
requirements stated in the EMV 4.3 Specifications. Please note that EMVCo may publicly identify your interface
module as an approved interface module, including in EMVCo's published list of approved interface modules.

EMVCo's grant to your interface module is subject to and specifically incorporates (i) the General Terms
and Conditions to the Letter of Approval enclosed as Exhibit A, and (ii) the Specific Terms and Conditions to the
Letter of Approval attached hereto as Attachment 1. Because EMVCo's grant is subject to such limitations,
including certain events of termination, you and any third parties should confirm that such approval is current and
has not been terminated by referring to the list of approved interface modules published on the EMVCo website
(www.emvco.com).

Please note that EMVCo makes certain logos available for use in connection with an interface module that

has received EMVCo approval. To obtain permission to use the "EMV Approved" certification mark, please
contact EMVCo to request a license agreement

This Letter of Approval is valid while the approval number is posted on the EMVCo website.

EMVCo, LLC, a Delaware limited liability company
sy Frederic Fortin
2017.11.22 08:50:33 +01'00"

Name: Frédeéric Fortin
Title:  EMVCo Terminal Type Approval Chair

EMVCo, LLC, c/o Smart Consulting - 16 place Emile Zola - 13600 LA CIOTAT - FRANCE
V260514 / 15892 1117 430 43a 43a FIMT Page 1 of 2 22 November 2017



http://www.emvco.com/



Attachment A
Specific Terms and Conditions to the Letter of Approval

Restrictions, if any:

Comments, if any:

EMVCo, LLC, c/o Smart Consulting - 16 place Emile Zola - 13600 LA CIOTAT - FRANCE
V260514 / 15892 1117 430 43a 43a FIMT Page 2 of 2 22 November 2017





				2017-11-22T08:50:33+0100

		Frederic Fortin
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180622 - Project Plan Notification (TQM1030 & TQM1031).pdf
mastercard. @

22/06/2018

Product Service
Jimmy Mo
Project Manager
ID Tech
10721 Walker Street Choose certainty.
Cypress Add value.
California
USA

Dear Jimmy,

APPLICATION FOR MASTERCARD TQM LABEL
Our Reference: TQM1030 & TQM1031

Please find below the Project Plan references (formerly known as Action Plan references) allocated to your IFMs/PCDs
that are currently going through the Terminal Integration Process (TIP).

Project Plan Identity of IFM/PCD EMVCo Level 1LoA Valid Until
Reference Number
118 049 80152101 Rev A (IFM) 15892 1117 430 43a 43a FIMT 22" December 2018
218116 80152100 Rev A (PCD) 15872 1117 260 26b 26b BCTC 22" December 2018
Audit
Your TQM audit schedule is as listed below.

Facility Location Rank Next Audit Date
Design Shanghai, China TBC 3 July 2018
Manufacturing  Taiwan TBC 9" November 2018
Manufacturing  California, USA TBC 12t December 2018

Validity Period
Project Plan Reference numbers are valid as shown in the table. If you wish to extend their validity, please let me
know quoting the above reference number.

Yours sincerely

Alex Stokes
Mastercard TQM Programme Manager

Choose cortainty.

Add walue
TUV SUD LTD Managing Director Telephone +44(0)1489 558334 TUV SUD Limited (Trading Address)
Registered in Scotland Michael Valent www.tuv-sud.co.uk Octagon House
Registration No SC215164 Concorde Way
VAT Registration No GB704494340 Segensworth North

Fareham
Hampshire - PO15 5RL
United Kingdom

Page 1 of 2



http://www.tuv-sud.co.uk/

http://www.tuvps.co.uk/home_psuk



mastercard.

TUV SUD Product Service

Octagon House | Concorde Way | Segensworth North |Fareham | Hampshire | PO15 5RL
Email:Alex.stokes@tuv-sud.co.uk

Web: http://www.tuv-sud.co.uk

TUVSUDLTD

Registered in Scotland

Registration No SC215164

VAT Registration No GB704494340

Managing Director
Michael Valent

Telephone +44(0)1489 558334
www.tuv-sud.co.uk
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Fareham
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Product Service

Choose certainty.
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Date: November 17, 2017 ‘ :) E MVCO

Howard Zong

ID TECH

10721 Walker Street

Cypress CA 90630-4720

UNITED STATES OF AMERICA

Re: EMVCo Letter of Approval — Contactless Terminal Level 1
Approval Number: 15872 1117 260 26b 26b BCTC
PCD Identification: 80152100 Version: Rev.A
Hardware: 80152110 Version: Rev.A
Software: 80152120 Version: Rev.A
As tested in: VP5300 Version Rev.A
PCD/Terminal Configuration: Samples are Intelligent Card Readers (ICR)
Analog Test Cases: 2.6b Digital Test Cases: 2.6b
Renewal Date: November 6, 2021

Dear Howard Zong,

EMVCo, LLC ("EMVCo0"), a Delaware limited liability company, has received your request for Level 1
terminal type approval for the proximity coupling device identified above. In connection with your request, we
have reviewed your report, identified by file number TEML1701024 Version V1.0 which was generated by Beijing
Unionpay Card Technology Co., Ltd (Bank Card Test Center).

After assessing such file, EMVCo has found reasonable evidence that the submitted samples of the above
referenced proximity coupling device sufficiently conform to Book D - EMV Contactless Communication Protocol
Specification, Version 2.6 of March 2016.

EMVCo hereby (a) grants your proximity coupling device EMVCo Type Approval for Terminal Level 1,
based on the requirements stated in the EMV 2.6 Specifications, and (b) agrees to include your proximity coupling
device in EMVCo's approved proximity coupling device list.

EMVCo's grant to your proximity coupling device is subject to and specifically incorporates (i) the
General Terms and Conditions to the Letter of Approval enclosed as Exhibit A, and (ii) the Specific Terms and
Conditions to the Letter of Approval attached hereto as Attachment 1. Because EMVCo's grant is subject to such
limitations, including certain events of termination, you and any third parties should confirm that such approval is
current and has not been terminated by referring to the list of approved proximity coupling devices published on
the EMVCo website (www.emvco.com).

Analog performance being evaluated using Contactless Symbol as reference for the center of the
operational volume this LoA is contingent on the EMVCo Contactless Symbol being present and in the “correct”
location.

The “correct” location being the Center of the operating volume as identified by the vendor for EMVCo
Type Approval unless especially agreed by EMVCo.

This Letter of Approval is valid while the approval number is posted on the EMVCo website.

EMVCo, LLC, a Delaware limited liability company
By: Frederic Fortin
2017.11.17 16:43:17 +01'00°

Name: Frédéric Fortin
Title: EMVCo Terminal Type Approval Chair

EMVCo, LLC, c/o Smart Consulting - 16 place Emile Zola - 13600 LA CIOTAT - FRANCE
V260514 / 15872 1117 260 26b 26b BCTC Page 1 of 2 17 November 2017
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Attachment A
Specific Terms and Conditions to the Letter of Approval

Restrictions, if any:

Comments, if any:

EMVCo, LLC, c/o Smart Consulting - 16 place Emile Zola - 13600 LA CIOTAT - FRANCE
V260514 / 15872 1117 260 26b 26b BCTC Page 2 of 2 17 November 2017
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Mastercard
2000 Purchase Street
Purchase, NY 10577

mastercard
USA
ID TECH
10721 Walker street Cypress California
90630 USA
April 12, 2018
Mastercard Contactless Reader Vendor Product — Letter of Approval
LoA ldentifier: TLOA-IDTE180202-180412(a)
Product Vendor: ID TECH
Product Type: Single Component Intelligent Card Reader
LoA Expiration Date: April 9, 2021
Product Identification Card Reader
Product Commercial Name VP5300
Product Technical Name 80152100 Rev.A
Application Selection Module PPSE Module v1.2
Mastercard Contactless Kernel MasterCard PayPass M/Chip 3.1 v1.3
Mastercard Contactless Application N/A
Operating System uCOS3v1.31
Product Registration Number SICR-IDTE-180202
EMVCo LoA - Terminal Level 1: 15872 1117 260 26b 26b BCTC
Test Assessment Level 2: TTAS- IDTE180202-BCT-1804-T032
PIN Entry Device: No
Implementation Options (*): Supported?
EMV transaction flow Yes
Data Exchange Yes

(*) Please contact the product vendor to obtain the full description of all the technical features

Under the terms of the Mastercard Contactless Specification License Agreement entered into between
Mastercard Europe S.A. (formerly known as Mastercard Europe sprl) and Product Vendor on December 14,
2009 (“Agreement”), Product Vendor is required to submit its Implementation (as defined in the Agreement)
to Mastercard or, to a third party designated by Mastercard (“Testing Laboratory”), for testing and
certification prior to being permitted to sell, offer to sell, distribute, supply or otherwise provide
(“Commercialize”) any Implementation (as defined in the Agreement) in accordance with the Agreement.

This Letter of approval (“LoA”) documents the fact that the Product Vendor has submitted the product
(referenced above) (“Product”) to Mastercard or, to a third party designated by Mastercard, for testing and
certification in accordance with the Agreement but is not, and should not be interpreted as, an approval of the
Product.

Subject to Product Vendor fully complying with the Conditions of Approval set out in Appendix 1 of this LoA,
this LoA permits the Product Vendor to advise its customers that the Product has, in Mastercard’s assessment
opinion (and/or the Testing Laboratories assessment opinion, if applicable), appeared to satisfy the
requirements of the Specification set out in Appendix 1.

THIS LETTER DOES NOT CONSTITUTE AN ENDORSEMENT OR WARRANTY OF ANY KIND WITH
RESPECT TO THE PRODUCT, ITS SECURITY OR FUNCTIONALITY.

MASTERCARD MAKES NO REPRESENTATIONS OR WARRANTIES OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING THE IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, TITLE, AND NON-INFRINGEMENT. WITHOUT LIMITATION OF THE
FOREGOING, MASTERCARD SPECIFICALLY DISCLAIMS ALL REPRESENTATIONS AND
WARRANTIES: (I) REGADING THE FUNCTIONALITY, SECURITY, QUALITY AND PERFORMANCE
OF THE PRODUCT; (II) WITH RESPECT TO ANY THIRD PERSON INTELLECTUAL PROPERTY





RIGHTS. PRODUCT VENDOR ASSUMES THE ENTIRE RISK ARISING OUT OF THE USE OF AND/OR
RELIANCE ON THE PRODUCT.

The Product Type will be listed on the Mastercard customer portal until the LoA Expiration Date (referred to
above). Any change to the Product Type must be promptly notified to Mastercard in writing.

Mastercard reserves the right to use a Product that been granted a LoA as a reference for future testing,
certification or approval of other Mastercard Contactless products.

Yours sincerely,

Frédéric Fortin
2018.04.13 08:03:17
+02'00'

Frédéric Fortin

Vice President, Product Development
EMV & Digital Devices

Enterprise Security Solutions

Page 2 of 3





For the purpose of this LoA, the following documents will be deemed to be the “Specifications”:

Appendix 1

Specifications and References

Book D — EMV Contactless Communication Protocol Specification, Version 2.6 — March 2016

Mastercard Contactless Reader Specification — Version 3.1.1 — 29 November 2016

EMV Book C-2 - Kernel 2 Specification - Version 2.6 - February 2016

Specification Bulletin No.195: Errata for EMV Book C-2 (Version 2.6) - February 2017

Mastercard Contactless Performance Requirement — Application Note #7 — March 2014

Conditions of Approval

The Product Vendor hereby agrees to comply with the following conditions in order for this LoA to be valid
and before it is permitted to Commercialize the Product:

1.

This LoA may be updated by Mastercard (in its sole discretion): (a) if Mastercard receives additional
information from the Product Vendor about the Product; (b) in the event that Mastercard has a
reasonable belief that the Product has a material defect (whether such defect is to hardware or
software); (c) if Mastercard deems appropriate as a result of any activity that causes non-compliance
with the Specification or any security issue arising with the Product; or (e) if otherwise reasonably
required by Mastercard.

During the term of the LoA, the Product VVendor shall ensure that all versions of the Product produced
must be materially identical with the samples of the Product that were submitted for testing to
Mastercard and to which this LoA relates. Any change in any version of the Product that, in
Mastercard’s sole opinion, generates a different behavior of the Product that was submitted to
Mastercard for testing and to which this LoA relates will be considered a material modification
(whether such modification is to hardware or software) to the Product (for which this LoA does not
apply to) and must be resubmitted to Mastercard for testing and approval.

No PIN Entry Device security testing (PCl PED) has been performed on this Product. PIN Entry is not
a supported option on this Product.

All Products must go through Mastercard’s Terminal Quality Management (TQM) process prior to
entering Mastercard’s Terminal Integration Process (M-TIP). TQM is outsourced and managed by
TUV Sud UK and can be initiated immediately after the Product has received the Level 1 Letter of
Approval from EMVCo. For more details on TQM, vendors can contact Mastercard. TQM@tuv-
sud.co.uk.

The Product Vendor must make all buyers of the Product aware of the above conditions and the below
Product Technical Notes.

Product Technical Notes

1.

The “‘Mastercard Data Exchange’ mechanism in a Product allows data to be exchanged between the
Mastercard Contactless Reader kernel and the terminal application during the course of a payment
transaction. During Mastercard testing the capability of the Product performed as expected using a test
application in place of the final terminal application. However, as the Mastercard Contactless Reader
kernel to terminal application interface remains specific to the reader’s vendor, any terminal
application developer intending to use this mechanism must work closely with the Mastercard
Contactless Reader’s vendor to ensure successful integration.

Page 3 of 3
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VISA

June 06, 2018

Justin Ning

ID Tech

10721 Walker St.
Cypress CA 90630

RE: Visa Reference Number: CDIDTE01292

Dear Justin Ning,

We are pleased to advise you that Visa has approved the product identified by the above Visa Reference
Number ("the Product") for inclusion in Visa's Approved Products List subject to the conditions set forth
herein:

When granted, Visa approval is provided to ensure certain security and operational characteristics
important to Visa's systems as a whole, but Visa approval does not under any circumstances include any
endorsement, guarantee or warranty regarding the functionality, quality, security or performance of any
particular product or service. Visa does not warrant any products or services provided by other parties.
Visa approval does not under any circumstances include or imply any product warranties from Visa,
including, without limitation, any implied warranties of merchantability, fitness for purpose, or non—
infringement, all of which are expressly disclaimed by Visa.

Specifically, Visa has approved the following product

PRODUCT
Manufacturer: ID Tech
Product Name: VP5300 Version 80152100 Rev.A
Product Configuration: PCDA (IRWIN)
Application Software: Visa VCPS 2.2 v1.0
EMVCo Contactless Levell Approval 15872 1117 260 26b 26b BCTC
Number:
Approval Effective Until: June 01, 2020

Visa requires limited testing to ascertain a Product's compliance with applicable specifications and may
also require interoperability testing with other approved products. Visa's limited testing program is not
designed to establish the functionality of your approved Product in all potential conditions in which it
may be used. Visa's approval does not in any circumstances include or imply any guarantees, assurances
or warranties that the approved Product will operate in all possible settings or in connection with any
other approved product.





Visa's approval is limited to the Product supporting the following:

EVALUATED APPLICATION(S)
e Quick Visa Smart Debit/Credit

EVALUATED SPECIFICATION(S)
e EMV Contactless Levell Specification: 2.6

¢ Visa Contactless Payment Specification: 2.2
e VOQOS Specification: 1.3
e Visa Contactless Reader Implementation Notes: 1.1

SCOPE OF APPROVAL

This Product is approved for issuance anywhere in the world.

This approval is granted for the portion of the Visa Contactless Payment Specification 2.2 to which the
Product has been tested. Visa Contactless Payment Specification global approval is contingent upon the
Product being combined with a terminal that provides the remaining required functionality.

Due to the nature of this device (i.e. an intelligent reader that connects to a terminal), some
requirements cannot be validated against the Visa Contactless Payment specifications version 2.0.2 as
the reader was tested without a terminal. These areas are related to the following:

Printing the Receipt, Transaction Log or Available Funds (Sections 5.1.3, 5.6.1.1, 6.6.1.10, 6.6.1.11,
6.6.1.12,6.6.1.13,6.8.2.2, 6.8.3.3 and 6.8.4.3)

Cardholder Verification support (Sections 6.6.1.10, 6.6.1.11, 6.6.1.12 and 6.6.1.13)

Fallback to another interface, Mag Stripe or Contact (Sections 5.1.3.3,5.4.1.7, 5.4.1.10, 5.5.1.3, 5.5.3.1,
6.8.1.11and 6.8.5.1)

Before deploying this product into the field, the acquirer is required to complete additional testing using
Visa Inc Acquirer Device Validation Toolkit - Contactless qVSDC Device Module (ADVT), or Contactless
Device Evaluation Toolkit (CDET), or Visa Europe payWave Test Tool (VpTT) to ensure the combination of
reader and terminal operates as expected. Prior to the sale of the product, you must inform the acquirer
of this additional testing requirement.

POINTS FOR CONSIDERATION
Reader did not successfully communicate with certain card products at more than one position of Ocm.
The communication deteriorates at various positions of higher distances 2cm and above.

COMMENTS AND/OR SPECIFICATION DEVIATION(S)

SDA functionality for online transactions is not properly supported and must be disabled on this product.
Please contact Vendor for more information.

The above information must be disclosed to prospective buyers. The identified issues must be
appropriately addressed in a future product submission or if renewal of the product approval is sought.






CONDITIONS

Visa only requires limited testing and the onus is on the manufacturer of the Product to conduct testing
to ensure that the Product interoperates with other Visa approved products and that environmental
issues do not adversely affect performance of the Product.

Visa's approval only applies to products that are identical to the Product that was the subject of the
testing referenced in this letter. A product should not be considered approved by Visa, nor promoted as
approved, if any aspect of the product is different from the Product that was tested, even if the product
conforms to the basic Product description contained in this letter. For example, if a product contains
chips, applications or operating systems that have the same name or model number as those tested
previously and given a Letter of Approval, but in fact are not identical to those tested previously and
given a Letter of Approval, the product should not be considered or promoted as approved by Visa.

All products submitted for testing and approval are required to be submitted pursuant to a Visa
International Service Association Approval Services Testing Agreement. The approval granted in this
letter is subject in all respects to the terms and conditions of the Visa International Service Association
Approval Services Testing Agreement.

The issuance of this letter is conditioned upon all necessary agreements having been executed, including
without limitation, the applicable license agreements with Visa and this approval letter shall be of no
force and effect unless such agreements have been executed contemporaneously with or prior to the
issuance of this letter.

The issuance of this letter is further conditioned upon CDIDTE01259B maintaining its approval from Visa.
Upon the expiration or revocation of the approval granted to CDIDTE01259B, Visa may revoke this
approval.

Approval granted by Visa does not supersede additional testing requirements as may be imposed by
national testing bodies, financial institutions, network services providers, Visa Region Specific
Requirements or other customers or requirements imposed by the Visa Product Brand Standards and/or
Visa Global Brand Management. The Manufacturer is encouraged to ensure that testing requirements
from all relevant parties have been met and approvals granted prior to sale or installation of the
product.

Visa's approval is granted solely in connection with the product tested and to the submitting vendor.
Such approval may not be assigned, transferred or sublicensed, either directly or indirectly, by operation
of law or otherwise. Only those product manufacturers receiving a Visa approval for a product may
claim that they have the approval.





Visa may revoke the approval at any time. Because this approval may be revoked at any time, no third
party should rely on this letter at any time without first confirming the continued effectiveness of the
approval with Visa's Approval Services. Unless revoked earlier, Visa's approval of the Product shall
remain in effect until June 01, 2020. Visa reserves the right to modify the terms or duration of this
approval at its sole discretion to accommodate business or security requirements. Even though Visa has
approved this Product, as described in this letter, the manufacturer of each product shall be responsible
for compliance with all applicable specifications and for all liabilities resulting from the use or
distribution of the product.

You may communicate to third parties that the Product is Visa approved product provided, however,
that you also communicate any of the limitations on Visa's approval described above under the heading,
(a) Scope of Approval, (b) Comments and/or Specification Deviation(s), (c) Condition(s), and all written
communications referring to Visa approval shall contain the following legend:

"When granted, Visa approval is provided by Visa to ensure certain security and operational
characteristics important to Visa's systems as a whole, but Visa approval does not under any
circumstances include any endorsement or warranty regarding the functionality, quality or performance
of any particular product or service. Visa does not warrant any products or services provided by third
parties. Visa approval does not under any circumstances include or imply any product warranties from
Visa, including, without limitation, any implied warranties of merchantability, fitness for purpose, or
non—infringement, all of which are expressly disclaimed by Visa. All rights and remedies regarding
products and services which have received Visa approval shall be provided by the party providing such
products or services, and not by Visa."

Sincerely,
H Digitally si d by Sherri
Sherrl L. Lllgrl:st)és@ne y err
Date: 2018.06.06
TaStO 14:46:48 -07'00"

Sherri Tasto

Senior Director

Chip Testing and Approval Services
Visa International Service Association

cc: Visa Reference Number: CDIDTE01292A





				2018-06-06T14:46:48-0700

		Sherri L. Tasto
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Interac Corp.

Rayal Bank Plazo, North Tower

200 Bay Street, Suite 2400

»0. Box 45, Toronto, Ontario M5J 2J1

inferac.ca

Peter Sweers

Chief Information Officer
Tel: (416) 869-5100
Fax: (416) 869-5080
psweers@interac.ca

April 17, 2018

ID Tech Products, Inc.
William Wu

10721 Walker Street Cypress,
CA USA 90630-4720

RE: LEVEL 2 LETTER OF APPROVAL

Dear William Wu,

Interac Corp. ("Interac") has developed a dual interface contact and contactiess chip payment
standard specification for Interac Corp.'s payment systems (the "System"). You have requested

that your product be accredited for dual interface certification as it relates to the System. This letter
confirms that the following product has been approved by Interac for the Interac DI-Flash approved

product list.

Interac approval number: IN18-04-16-VIV20013

Commercial Product Name: VP5300

Technical Product Name: VP5300

Application Version: Interac 1.5, v1.00

Technical Specification Version: Dual Interface Reader
Terminal specification for
IDP v1.5b

Technical features of the product: Dual Interface, Online
Capable, Connected to a
Terminal with a Display,
Support online PIN

Test Report Number M18REP00-027
Approval date: April 16, 2018
Renewal date: April 15, 2021

As confirmed by the Interac Certification Agent that performed the assessment, this letter confirms
that the product as described above has successfully passed the test session according to Interac
Specifications and Certification Guidelines for Interac—DI Flash contact and contactless interface.





CONDITIONS

This letter does not constitute an endorsement or warranty by Interac regarding the functionality,
security, quality or performance of the submitted product, including without limitation any warranties
of merchantability, fitness for purpose or non-infringement, all of which are expressly disclaimed by
Interac.

Interac's approval applies only to the product as described above. Interac reserves the right to
require further testing of the product and/or to utilize the above product as a reference in respect
of certification and approval of other Interac Di-Flash products.

The issuance of this letter is conditioned upon all necessary agreements having been executed,
including without limitation, the applicable license agreements with Interac and this letter of
approval shall be of no force and effect unless such agreements have been executed
contemporaneously with or prior to the issuance of this letter. The issuance of this letter is further
conditioned upon [D Tech Products ‘maintaining its approval from Interac.

Approval granted by Interac does not supersede any additional requirements that may be imposed
on you, including by any of your customers.

Sincerely,

Peter Sweers
Chief Information Officer





Approval Conditions

1. A dual Interface configuration (contact and contactless reader without PIN entry keypad) has
been submitted for Interac L2 evaluation.

Dual interface solutions including keypad must be PCI certified before deployment in production
by the Acquirer.

The pre-requisite for Acquirer L3 certification of a contact reader with external keypad include PCI
PTS SCR listed in conjunction with an approved EPP or PED for managing PINs

2. The product had been tested against the following test plan:
Contactless Reader Terminal Application Certification Guide v1 5d_March 2017.
- Dual Interface Reader/Terminal Specification for IDP and NFC Based Transactions v1.5b
- Interac Association Bulletin #2-2014
- Interac Association Bulletin #1-2015
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AN ERICAN

04/02/2018

ID Tech.

Attn: Howard Zong
10721 Walker Street
Cypress California 90630 USA

Approval Number: 31.146.FIME.IDtech.VP5300.180402

RE: Expresspay 3.1 Reader Certification,
Product Name: VVP5300
Firmware Version: Amex ExpressPay 3.1, v1.2

Dear Howard,

We are pleased to inform you that American Express has certified the VP5300 for Expresspay
3.1 using Firmware Version Amex ExpressPay 3.1, v1.2 with the waivers specified, based on
the information provided below. This Expresspay 3.1 certification is valid for three years from
the date of issuance.

The certification process addressed the acceptance of American Express Proximity Device
capabilities.

Because the certification process cannot possibly test for every scenario, the discovery of any
subsequent bugs or issues may require the correction and recertification of your software,
firmware, and/or hardware.

Sincerely,

/!

Jose Luis Giacometto
GNB Optimization
American Express

If you have question or for additional certification request please send an email to
axp.contactless.terminal.support@aexp.com






American Express’ issuance of an approval for the Product is not in any way an endorsement or warranty
regarding the completeness of the security evaluation process or the security, functionality, quality,
interoperability, or performance of any particular product or service. AMERICAN EXPRESS DOES NOT
WARRANT ANY PRODUCTS OR SERVICES PROVIDED BY THIRD PARTIES, INCLUDING, BUT NOT
LIMITED TO, THE PRODUCER OR PROVIDER OF THE PRODUCT AND AMERICAN EXPRESS
APPROVAL DOES NOT UNDER ANY CIRCUMSTANCES INCLUDE OR IMPLY ANY PRODUCT
WARRANTIES FROM AMERICAN EXPRESS, INCLUDING, WITHOUT LIMITATION, ANY IMPLIED
WARRANTIES OF MERCHANTABILITY, FITNESS FOR PURPOSE, OR NON-INFRINGEMENT, ALL OF
WHICH ARE EXPRESSLY DISCLAIMED BY AMERICAN EXPRESS. All rights and remedies regarding
products and services which have received American Express approval shall be provided by the party providing
such products or services, and not by American Express and American Express accepts no liability whatsoever in
connection therewith.

Expresspay 3.1 Contactless Reader

Implementation Conformance Statement





Confidential and Trade Secret Materials

This document contains sensitive, confidential and trade secret information and may not be disclosed
to third parties without the prior written consent of American Express Travel Related Services
Company, Inc.

The policies, procedures, and rules in this manual are subject to change from time to time by American
Express Global Network Services.
© 2016 American Express Travel Related Services Co., Inc.

All Rights Reserved





Summary of Changes

Date Version Modification

23-Dec-12 1.0a Baseline document

01-Feb-13 1.0b Removed options related to Kernel-C, Rules on diff«_arent .
options are removed to have one ICS for many configurations.

18-Feb-13 1.0¢ Added options for TVR availability and terminal type in

PDOL

Added new options for removal time, UN generation method,
12-Mar-13 1.0d Display capat?ility of reader ’

Tidy-up of document including modifications related to
05-Dec-13 11 condition support.

Addition of modular approval and configurable kernel content.
18-Dec-13 1.2 Minor modifications following feedback from CC and EBG.
13-Jun-14 1.3 Update to Test Plan v1.4 and Expresspay 3.1

Update to include declaration that random transaction
07-Oct-14 14 seFI)ection is not supported by reader.
16-Feb-15 1.5 Update to Test Plan v1.4.5 and Expresspay 3.1 changes.

Reformatted Summary of Changes, minor amends to
30-Apr-15 151 Reference Documents and minor correction to the Declaration

section.

Added footnote to clarify the purpose of the content around
14-May-15 15.2 modular ar_chitecture and removed range for deactivation o

timer. Clarified that the UN range for Expresspay Magstripe is

configurable.
15-May-15 1.5.3 Moved Expresspay kernel details from under the PCD section
24-May-16 154 Reworded description for some of the ICS options
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1.0 Using this document

1.1. Purpose of the Document

The purpose of this document is to capture the implementer specific options for contactless reader’s submitted
for Expresspay contactless reader functional type approval. Readers are submitted for type approval so as to

prove compliance with the functional requirements as defined in [SPEC].

1.2.0ut of Scope

The following are considered out of scope of this document:

e Details of functional and technical requirements as specified in [SPEC].

o Details of the certification process as specified in [PROC].

1.3. Audience

The document is intended to be used by:
e American Express;

Terminal vendors;
Reader application developers;
Test tool vendors;

Expresspay accredited testing laboratories.

1.4.Reference Documents

The following references are cited by this document:

Reference

Document

[PROC]

Expresspay Terminal Level 2 Approval Process

[SPEC]

Expresspay Terminal Specification (Expresspay 3.1)






1.5. Organization of Document

This document is organised in three sections as follows:
e Certification Information — asks about the product to be certified, previous certification
of the kernel and contactless components and details of the vendor;

¢ Product Information — asks general questions about the product to be certified and
the architecture employed;

¢ Implementation Information — asks detailed questions about the implementation of the
Expresspay kernel within the product and support for optional features;

e Declaration.

1.6. Terminology and Conventions

In this document, the use of the words “shall” and “must” indicate mandatory requirements. Use of the words
“should” or “advised” indicate recommendations and best practice guidelines.





2.0

Statement

2.1. Certification Information

Implementation Conformance

Certification Request

Product name VP5300

Product version A

If applicable.

CeieEem §7ze ® New Kemel Certification

" Kernel Update (modification of previously certified kernel)

" Device Update (using unmodified previously certified

If this is a kernel or device update, please provide the N/A
existing Expresspay Level 2 certification number for this
product

If this is a device update, please provide details as to N/A

which components are different than those in the

originally certified product

Vendor information

Company legal name

ID TECH

DBA
If different from legal name.

Company address

10721 Walker Street, Cypress California 90630 USA

Postcode 10721

City | Cypress

California

State/province

Country USA

Primary contact’s details

(This will be used for all Expresspay contactless reader type approval communication)

First name

Howard

Last name

Zong

Title

Director of Engineer

Email address

howardz@idtechproducts.com

Telephone

+1-714-761- 6368

Fax

+1-714-761- 8880






Company address 10721 Walker Street, Cypress California 90630 USA

EMVCo Level 1 Certification details

Version of EMV Contactless Protocol Version 2.6, March 2016
supported
Level 1 Approval number 15872 1117 260 26b 26b BCTC

Date EMV Contactless Protocol certification Nov 17, 2017
received

If the reader has not yet received EMV
Contactless Protocol certification, please
provide the certification start date.






2.2.Product Information

Product details

Reader type

" Integrated reader

@ Intelligent reader

" Transparent Reader

Operating System name
and version

uC/Os-111 vV3.06.01

Reader architecture

" Modular

® Non-Modular

Version number of the
Expresspay kernel
application to be certified

Amex ExpressPay 3.1 v1.2

Version number of any
test application required
for certification

Java LabTool v2.07.08

Modular architecture d

(To be completed if the reader employs a modular architecture.)

etails?

Terminal Architecture Name

/ Identifier

Modular Approval Number

Checksum function output value for the Expresspay
kernel, and any referenced libraries, to be certified

Instructions for how to trigger the checksum function
must be included with the completed ICS form.

Proximity Coupling Device details
PCD ID 80152100

A unique ID which

identifies the PCD

embedded in the product.

PCD hardware name or 80152110

model number

1 please note that filling in this section is not a request for Modular Label approval. A separate approval request form needs to
American Express representative for further information.

be completed. Kindly contact your






PCD software name 80152120
Software version NEO 2.0 v1.00

Is PIN entry supported?

PED Model name

PED software version

PED architecture " Standalone

" Integrated with reader

" Integrated with terminal

Reader serial numbers Please fill out the S/N of certificated units






2.3.Implementation Information

Where the reader is hard-coded to support, or not support, particular functionality, please check ‘Yes’ or ‘No’ as
appropriate in answer to the questions below. Where the reader can be configured (without modification to the
Expresspay kernel or any referenced libraries) so as to support, or not support, particular functionality, please
check ‘Configurable’. Readers which support such configuration are known as multi-configuration kernel

readers.

The inclusion of any ‘Configurable’ answers will identify your reader as being able to be configured to support a
variety of implementation requirements from your customers. Your reader will be tested using a variety of
configurations to ensure that it is certified for implementation in any of the potential configurations that result
from its capabilities. This provides the greatest flexibility for you and your clients whilst providing American

Express with the necessary confidence in the product.

Pre-Kernel processing

The reader must be able to be configured to operate only | [X] Configurable
in Expresspay Magstripe Mode.
Please confirm that this is the case by checking the
‘Configurable’ checkbox.
When the reader is configured to operate only in X Yes
Expresspay Magstripe Mode, is the Amount Authorized [ No
made available?
Does the reader detect it will be unable to go online []Yes
before the transaction starts?
X No
] Configurable
Configurable unpredictable range for Expresspay Oto 60
Magstripe mode transactions
Default UN range is 0 to 60.
Contactless transaction types supported
Are “Cash” transactions supported? (Application X Yes
Usage Control) [ No

] Configurable

If the above answer is “Yes” or “Configurable”, then which
type of “Cash” transactions are supported:

X] Domestic

X International
Are “Goods and Services” transactions supported? X Yes
(Application Usage Control) [ No

[] Configurable

If the above answer is “Yes” or “Configurable”, then which
type of “Goods and Services” transactions are supported:

[X] Domestic

X International






Are “ATM” transactions supported? (Application
Usage Control)

[ ] Yes
X] No
] Configurable

If the above answer is “Yes” or “Configurable”, then which
type of “ATM” transactions are supported:

[ ] Domestic

[] International

What type of operational control is supported by the
Terminal?

Operational Control:
[] Financial Institution
X Merchant

] Cardholder

Please specify the environment in which the Terminal
will operate:

Environment:
[] Attended
[X] Unattended

Is the Terminal type “Offline only”?

Note: If the terminal type is “Offline with online
capability”, then the only valid options are either “No”
or “Configurable”

[]Yes
X] No
] Configurable

Is the Terminal type “Online only”?

Note: If the terminal type is “Offline with online
capability”, then the only valid options are either “No”
or “Configurable”

[]Yes
X No
[] Configurable

Other Interfaces supported

Does the reader support the AEIPS contact interface?

[]Yes
[ 1No
X Configurable






Transaction Processing Capability

Is the reader capable of processing transactions in Partial | [ ] Yes
ine?

Qillier X Configurable
Is the reader capable of processing transactions with X Yes
Delayed Authorization? [ No

[] Configurable
Is the reader capable of displaying, printing or X Yes
communicating the TVR to the test tool after the [ No

GENAC1 command is completed during a Magstripe
Mode transaction?

Offline data authentication

Expresspay requires that all Terminals must support
SDA. The enablement of SDA support must be
configurable for deployment.

Please confirm that this is the case by checking the
‘Configurable’ checkbox.

X Configurable

Expresspay requires that all Terminals must support
CDA. The enablement of CDA support must be
configurable for deployment.

Please confirm that this is the case by checking the
‘Configurable’ checkbox.

X Configurable

What is the maximum length of CA public key supported | _ 2048  Bits
by the reader?
Does the reader support revocation of an installed CA [ Yes
public key without the key’s removal? [ No

X Configurable
Does the reader detect CDA failure during Issuer or ICC | [X] Yes
public key recovery prior to the First Terminal Action [ No

Analysis?

[] Configurable

Processing Restrictions

Is exception list processing supported?

[]Yes
X No
[] Configurable






Cardholder verification

The reader must be able to support Online PIN as a CV
method. The enablement of Online PIN support must be
configurable at deployment.

Please confirm that this is the case by checking the
‘Configurable’ checkbox.

X Configurable

The reader must be able to support Signature as a CV
method. The enablement of Signature support must be
configurable at deployment.

Please confirm that this is the case by checking the
‘Configurable’ checkbox.

X Configurable

The reader must be able to support Mobile CVM as a CV
method. The enablement of Mobile CVM support must
be configurable at deployment.

Please confirm that this is the case by checking the
‘Configurable’ checkbox.

X Configurable

The reader must support a configurable deactivation X Yes

timer for when restarting transactions due to Mobile 15

CVM failure. The default value of this timer shall be 1.5 '

seconds.

Please confirm that this is the case by checking the ‘Yes’

checkbox.

Printing receipts

Is the reader connected to a terminal with a printing X Yes

capability? [ No

Note: This is mandatory for an integrated reader.

Is the printing of Terminal Verification Results X Yes

supported? [ No

Is the printing of Authorisation Response Codes X Yes

supported? [ No

Does the reader support Cardmember display messages? | [X] Yes
[ 1No

Membership-Related Data Processing

Does the reader support membership-related data X Yes

processing? [ No

] Configurable






2.4.Declaration

| confirm that all of the information | have provided, in answer to the questions on this

form, is correct and complete.

Please confirm that the terminal does not support random transaction selection or velocity
checking for Expresspay transactions.

X] Confirmed
[] Not Confirmed

Name Howard Zong

Title Director of Engineer
Signature Howard Zong

Date 2018.3.29

Modular Architecture Declaration?
(To be completed if the reader employs a modular architecture)

Please confirm that the terminal architecture identified above is structured using self- [] Confirmed
contained modules that can be updated independently. [ Not Confirmed
Please confirm that the terminal architecture identified above is capable of calculating a [] Confirmed

unique checksum value over the Expresspay kernel and any external libraries utilised in
the processing of Expresspay transactions.

] Not Confirmed

Please confirm that the configuration of a terminal implementing the architecture
identified above can be modified without the need for re-compilation of the Expresspay
kernel or any external libraries utilised in the processing of Expresspay transactions.

[] Confirmed
[] Not Confirmed

Please confirm that you have supplied design documentation in accompaniment with this
form which correctly and completely describes the structure and interfaces of the terminal
architecture identified above.

[] Confirmed
[] Not Confirmed

Please confirm that all products listed above implement the same terminal architecture as
described in the accompanying design documentation.

[] Confirmed
[] Not Confirmed

2.5. Additional Information

2 please note that filling in this section is not a request for Modular Label approval. A separate approval request form needs to

be completed. Kindly contact your American Express representative for further information.






~ End of Document ~
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DISC@&VER

Duc Ly

ID TECH

10721 Walker Street

Cypress, California 90630-4720
USA

March 30, 2018

Re: Discover D-PAS — Type Approval Letter

Vendor: ID TECH
Vendor Reference Number: IDTECH-0001-20110316
D-PAS Specification Version: Contactless D-PAS Terminal Payment Application v1.0

Contactless D-PAS Terminal Application Specification
Bulletin CL TAS-001 v1.1

Product: VP5300
Product Reference Number: D_TECH_VP5300 20180130
Hardware Version: 80152110 Rev.A
Firmware Version: 80152120 Rev.A
ICS Reference Number: ICS_ID_TECH_VP5300 20180130
Approval Expiration Date: March 30, 2021

Dear Duc:

In accordance with the D-PAS Type Approval Agreement with the Effective Date of May 12, 2015 between
DFS Services LLC (“Discover”) and ID TECH (“ID TECH?”), Discover hereby confirms its type approval of
the ID TECH VP5300 hardware version 80152110 Rev.A with firmware version 80152120 Rev.A
(“Product”). Accordingly, ID TECH may notify its customers that the Product meets Discover’s requirements
for type approval and may distribute the Product with the D-PAS Payment Application in accordance with
the terms of the D-PAS License Agreement dated May 12, 2015 between Discover and ID TECH.
Conditions of approval are attached.

Discover may list the Product as an approved product on its corporate website along with other
communication materials for the duration of the approval contained herein. Discover’s approval and this
letter do not constitute an endorsement or warranty by Discover of the functionality, quality or performance
of the Product, including any warranties of merchantability, fithess for purpose or non-infringement.

Please note that this approval is granted for a period of three (3) years and will expire on March 30, 2021
(“Expiration Date”). ID TECH may apply for an approval extension prior to the Expiration Date.

Any change in the hardware or software of the Product must promptly be communicated to Discover.
Discover reserves the right, in its sole discretion and at any time, to revoke the approval granted herein and
ID TECH shall promptly comply with such revocation. This letter may not be assigned by ID TECH.

Sincerely,

Abraham Deithloff |
Manager, Advanced Payments Technology

Discover Financial Services 2500 Lake Cook Road Riverwoods, IL 60015





DISCE&VER

Conditions of Approval

None

Discover Financial Services 2500 Lake Cook Road Riverwoods, IL 60015
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Felica_Certification Letter_Mclass_ID_TECH_20180411.pdf
FeliCa

CERTIFIED

Certificate of Pass Grade on

Certification Test

Manufacturer : ID TECH

Applicable Product : SPTP2-988

This is to certify that the product indicated above has passed certification testing.
FeliCa Reader/Writer RF Performance Certification Specification Ver. 1.44

Class : M Class
Certification number : FPR-01-6-01-344

Issued on : April 11, 2018

Registration valid until : April 10,2028
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180622 - Project Plan Notification (TQM1030 & TQM1031).pdf
mastercard. @

22/06/2018

Product Service
Jimmy Mo
Project Manager
ID Tech
10721 Walker Street Choose certainty.
Cypress Add value.
California
USA

Dear Jimmy,

APPLICATION FOR MASTERCARD TQM LABEL
Our Reference: TQM1030 & TQM1031

Please find below the Project Plan references (formerly known as Action Plan references) allocated to your IFMs/PCDs
that are currently going through the Terminal Integration Process (TIP).

Project Plan Identity of IFM/PCD EMVCo Level 1LoA Valid Until
Reference Number
118 049 80152101 Rev A (IFM) 15892 1117 430 43a 43a FIMT 22" December 2018
218116 80152100 Rev A (PCD) 15872 1117 260 26b 26b BCTC 22" December 2018
Audit
Your TQM audit schedule is as listed below.

Facility Location Rank Next Audit Date
Design Shanghai, China TBC 3 July 2018
Manufacturing  Taiwan TBC 9" November 2018
Manufacturing  California, USA TBC 12t December 2018

Validity Period
Project Plan Reference numbers are valid as shown in the table. If you wish to extend their validity, please let me
know quoting the above reference number.

Yours sincerely

Alex Stokes
Mastercard TQM Programme Manager

Choose cortainty.

Add walue
TUV SUD LTD Managing Director Telephone +44(0)1489 558334 TUV SUD Limited (Trading Address)
Registered in Scotland Michael Valent www.tuv-sud.co.uk Octagon House
Registration No SC215164 Concorde Way
VAT Registration No GB704494340 Segensworth North

Fareham
Hampshire - PO15 5RL
United Kingdom

Page 1 of 2
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mastercard.

TUV SUD Product Service

Octagon House | Concorde Way | Segensworth North |Fareham | Hampshire | PO15 5RL
Email:Alex.stokes@tuv-sud.co.uk

Web: http://www.tuv-sud.co.uk

TUVSUDLTD

Registered in Scotland

Registration No SC215164

VAT Registration No GB704494340

Managing Director
Michael Valent

Telephone +44(0)1489 558334
www.tuv-sud.co.uk

TUV SUD Limited (Trading Address)
Octagon House

Concorde Way

Segensworth North

Fareham

Hampshire - PO15 5RL

United Kingdom

Product Service

Choose certainty.
Add value.
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