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Copyright © 2021 ID TECH. All rights reserved.

This document, as well as the software and hardware described init, is furnished under license
and may be used or copied online in accordance with the terms of suchlicense. The content of this
documentis furnished for information use only, is subjectto change without notice, and should
not be construedasa commitmentby ID TECH. While every effort has been made to ensure the
accuracy of the information provided, ID TECH assumes no responsibility or liability for any
unintentional errors or inaccuracies thatmay appearin this document. Exceptas permitted by
such license, no part of this publication may be reproduced or transmitted by electronic,
mechanical, recording, or otherwise, or translated into any language form without the express
written consentof ID TECH.

ID TECH and ViVOpay are trademarks or registered trademarks of ID TECH.

Warranty Disclaimer

The servicesand hardware are provided "asis" and "as-available” and the use of the servicesand
hardware are atits own risk. ID TECH does not make, and hereby disclaims,anyandall other
express orimplied warranties, including, but not limited to, warranties of merchantability, fitness
for a particular purpose, title, and any warranties arising from a course of dealing, usage, or trade
practice.|D TECH does not warrant thatthe services or hardware will be uninterrupted, error-free,
or completelysecure.
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FCC warning statement

This device complies with Part 15 of the FCC Rules. Operationis subject to the following two conditions: (1)
this device may not cause harmful interference, and (2) this device must accept any interference received,
including interference that may cause undesired operation.

The user manual for an intentional or unintentional radiator shall caution the user that changes or
modifications not expressly approved by the party responsible for compliance could void the user's
authority to operate the equipment.

Note: The grantee is not responsible for any changes or modifications not expressly approved by the party
responsible for compliance. Such modifications could void the user's authority to operate the equipment.

Note: This equipment has beentested and found to comply with the limits for a Class B digital device,
pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection against
harmful interference in a residential installation. This equipment generates uses and can radiate radio
frequency energy and, if notinstalled and used in accordance with the instructions, may cause harmful
interference to radio communications. However, there is no guarantee that interference will not occurin a
particularinstallation. If this equipment does cause harmful interference to radio or television reception,
which can be determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

e Reorient or relocate the receiving antenna.

e Increase the separation between the equipment and the receiver.

e Connect the equipment into anoutlet on a circuit different from that to which the receiver is
connected.

e Consult the dealer or an experienced radio/TV technician for help.

This device complies with FCC RF radiation exposure limits set forth for an uncontrolled environment.

The antennal(s) used for this transmitter must not be co-located or operating in conjunction with any other
antenna or transmitter and must be installed to provide a separation distance of at least 20cm from all
persons.

Cautions and Warnings

Caution: Danger of Explosion if battery is incorrectly charged. Use only standard

ff USB 5V power source.
5 Device contains alithium battery. Approved temperature range for storage: -
20°C to +60°C. Disposal: Contact your local recycling center.

i Warning: Avoid close proximity toradio transmitters, which may reduce the
" ; capabilities of the reader.
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Internal Rechargeable Battery Warning

Danger: Do notattemptto replace the internalrechargeable lithium ion battery. Replacing the
original battery with an incompatible type mayresultin an increased risk of personalinjury or
property damage due to explosion, excessive heat, or otherrisks. Do not attemptto disassemble
or modify the battery pack. Attempting to do so can cause a harmful explosion or battery fluid
leakage.

When disposing of the battery, comply with all relevantlocal ordinances or regulations. Do not
dispose of the battery packin municipalwaste. Dispose used batteries according to the
instructions.

The battery pack contains a smallamount of harmful substances.

To avoidinjury:
e Keepthebatterypackawayfrom openflamesorother heatsources.
e Donotexpose the batter packto water, rain, or other corrosive liquids.
e Donotleave the batteryin an environmentwith extremely low air pressure. It may result
in an explosion or the leakage of flammable liquid or gas from the battery.

To extend battery life, we recommend charging the battery to at least 30% to 50% capacity each
time andrecharging it every three months to preventover discharge.
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1. Introduction

The ViVOpay VP3320is ID TECH's first SCRP (Secure Card Reader-PIN) developed to be usedin
SPoC standard (Software PIN on Consumer-off-the-Shelf Devices). The VP3320 supports EMV
contactand contactless, Bluetooth, and micro-USB connections.

The VP3320's small form factorand Bluetooth interface make itideal for mobile applications
where smartcard reading is required. Asa mobile reader, VP3320 works in conjunction with
Android as well as iOS phones and tablets. The VP3320 is designed to be compatible witha wide
range of third-party paymentapplications,and the ID TECH Universal SDK (described further
below in the section called For Software Developers)is available for developing applications that
communicate with VP3320.

Contactyour acquirer, gateway, or POS partnerforinstructions on setting up and pairing the
\/P3320 to a compatible paymentapplicationand associated host device.

2. Major Features of VP3320

e Communicates via Bluetooth BLE (Bluetooth Low Energy)

e Supports AppleiOS and Android platforms

e Rechargeable battery, no external powernecessary

e |CC.EMV Level 1TandEMV L2 approval

e Front-facing contactless transaction supportvia Near Field Communication (NFC)
e LED statusindicator

e Audiofeedback

e MicroUSB (forbattery charging and communication)

e Field upgradable firmware

e Low power consumptionwhenreaderisin standby mode

e (Compactandergonomic designtointegrate with a variety of mobile devices
e SupportsTriple DES and AES encryption, with DUKPT key management

e VisaReady

e Supports 16 contactand 16 contactless AlDs, fora total of 32 AIDs
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2.1. Contactless NFC Features
» SO 14443 Type A&B

» S0 18092 (P2P)

» MasterCard® MChip 3.1 (Formerly PayPass)
» VisapayWave/VCPS2.2

» VisalRWIN

» Discover® DPAS

» American Express® ExpressPay

» InteracFlash

» MIFARE

» ApplePayandApple VAS

»  SamsungPayNFC

» Android Pay

» GooglePay/ Softcard SmartTap 2.1

3. Other Agency Approvals and Compliances
«  CE(EN55022/EN55024, Class- B)
» FCC(Part15, Class-B)
«  RoHS (DIRECTIVE 2011/65/EU)
« UL
» REACH
» EMVContactL1&L2
» EMV ContactlessL1
« TQM
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4. Before You Start Using VP3320
The VP3320 is a mobile device for reading ICC("chip") cards. The VP3320 is designed to operate in
conjunction with certified third-party payment software and compatible host devices suchas
Bluetooth- or USB- equipped tablets and smartphones. Before connecting the VP3320to the
host device:
1. Installand activate the software application service accordingto the instructions provided
by your paymentapplication service and software provider.
2. Connectthe VP3320 to the host mobile device through via Bluetooth or a micro-USB
cable.

4.1. Bluetooth Pairing Instructions

In addition to the following instructions, see the section on i0S Connectivity for more
information onusing aniPad or iPhone in conjunction with the VP3320.

1. Enable the Bluetooth device search function on the hostdevice (smart phone or
tablet).

2. Make sure the VP3320 is charged or connected to a power source via USB.
o Whenconnectedtoapower source, the VP3320 automatically activates

Bluetooth.

3. Whennot connected toa power source, press the VP3320's Bluetooth function
button to activate Bluetooth. The button is located on the bottom of the case.

4. Find aBluetooth device named IDTHHHEon the host smart phone or tabletand select
Pair (#i#Ht is the last four digits of the device's serialnumber; forexample, IDT1701).

5. Enter the password for pairing. The default password is 654321.

6. Follow the paymenttransactioninstructions provided by a compatible payment
application makerto complete a transaction.

The VP3320 will remain connected via Bluetooth to the host device indefinitely when powered via
the USBcable. If the unit is operating on battery power, it will goto sleep after 30 seconds of
idling to extend battery life. To perform a transaction again, press the Bluetooth function button
to re-establish the Bluetooth connection.

When connecting toan iOS device, please installa compatible paymentapplicationand follow the
instructions provided by thatapplication’s maker. See i0S Connectivity: BLE and VP3320 below
for more information.

4.2, Battery Charging Instructions
The VP3320 is powered by a lithium-ion polymerbattery andis delivered in a partially charged
state.Be sure to fully charge the VP3320 before using it for the first time. Allow four to six hours
for the initial charge.

Warning: Do not use “fastchargers” with VP3600 readers. Only use a standard USB to micro-
USB cable to charge the unit. An LED batteryindicatordisplays the currentbattery charging
status.
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4.3.VP3320 LED and Sound State Indicators

The VP3320 uses the following LEDs and sounds to indicate various statuses, including power
management, Bluetooth, transactions, and security.

DeviceState LED1 LED2 LED3 LED4 Sound

Battery charging © © © None

on off off off

[
Battery power low?! © © © None

on off off off

Bluetooth ready ¢ © © © None

blink off off off
Bluetooth connected o @) o @)
successfully  piink  off  blink  off

Bluetooth in sleep mode © © © © None

off off off off

Bluetooth onstandby ¢ © © © None

blink off off off

. o [ [ o _
Transaction successful Unit beeps once

on on on on

Transaction failed © © © © Unit beeps twice

off off off off

o o o o
Unit has beentampered Unit beeps

blink  blink  blink  blink

None

Device deactivated ¢ ¢ ¢ ¢ Unit beeps

blink  blink  blink  blink
1. Charge the battery or connect the VP3320 to a power source; the unit remains fully-functional when charging.
When the LED is no longer flashing, the battery is fully-charged.

4.4.i0S Connectivity: BLEand VP3320
The VP3320 uses Bluetooth 4.2, also known as Bluetooth BLE (Bluetooth Low Energy). Unlike
previous versions of Bluetooth, BLE does not require users to first pair their devices through the
Bluetooth Settingsin AppleiOS. If a paymentapplication provider has enabled BLE scanningin
their application, Apple iOS scansand locates all BLE devicesin range to automatically connect
with the VP3320.

Itis critical to note that if the VP3320 is paired via the i0OS Settings page, itwill displayasa
connected device but not function with a paymentapp.

Unlike otheroperating systems thatcandetector specifya BLE device byits MACaddress, Apple
doesNOT allow users to specifya BLE device by MAC address for security reasons. Instead, after
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a deviceisselected byits "friendly" name (see the next paragraph), the Apple iOS calculatesa
unique identifier to allow any that device to make further connections directly.

The VP3320 has a defaultfriendly name of IDT + the last four digits of the device's serial number
(for example, IDT1701). This is the defaultname the ID TECH Universal SDK uses to connectto the
first VP3320 it encountersif no other friendly name s set in the SDK, or when the i0OS-generated
deviceidentifieris not provided. See links given near the end of this documentforinformation
aboutthe Universal SDK.

Note: The Universal SDK is primarily of interestto developers. If anapplication provider or POS
software partnerhasalready provided software to use with the VP3320, you do not needto
obtain the SDK.

4.5. 24-Hour Device Reboot

Per PCl Requirements, this device reboots every 24 hours. Please contactyour device integrator if
you need to check the reboot time for your unit.
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5. Operation and Storage: Environmental Limits

Item Specification Note
Operating Temperature | 0 °Cto 55 °C Non-condensing.
or Productoperation temperatureis limited to this
32°F to 131°F range due to constraints of the Li-Battery
specification.
Storage Temperature -20°Cto60 °C Non-condensing.
or Productstorage temperatureis limited to this
-4°F to 140°F range due to constraints of the Li-Battery
specification.
Operating Humidity Upto 95% Non-condensing.
Storage Humidity Upto 95% Non-condensing.

6. Decommissioning SRED Devices

All PCl devices require properdecommissioning prior to device disposalin order to ensure the
protection of all sensitive financial card data. Forinstructions on decommissioning your device,
see Decommissioning of SRED Devices onthe ID TECH Knowledge Base.

7. For Software Developers: Software Development Support

By virtue of its EMV L2 kernel, VP3320 is designed to be compatible with a wide range of third-
party paymentapplications. ID TECH offers a Universal SDK (available foriOS, Android, or
Windows) to enable rapid application developmentusing VP3320as the targetdevice. The
languages supported include Objective C(oniQS), Java (on Android), and C# (on Windows). The
Universal SDK includesrich, powerfullibraries that make sending commands to the VP3320
comparatively easy while greatly facilitating debugging and eventhandling.

To obtain the Universal SDK free of charge, visit ID TECH's VP3320 productpage and selectthe
version of the SDK that applies to your desired host platform (that is to say, Android, i0S, Linux,
MacOS, or Windows).

Normally, developmentof applications thattake advantage of VP3320's capabilities can be done
in a high-levellanguage like Ci# or Java (using convenience objects and data structures definedin
the Universal SDK), obviating the need to send byte commands directly. Nevertheless, itis
possible to communicate with the device atalow level if necessary.Foracommand referencefor
\VP3320, requestthe NEO Interface Developers Guide(IDG), P/N 80139403-001. This document
includes not only low level (firmware) commands but error codes, response codes, and
information on various default settings.
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8. Demo App

The Universal SDK comes with arich, fully featured demo app thatallows users to run the
VP3320in USBmode. Visit the VP3320 product page todownload the Universal SDK Demoapp
asa standalone executable, separate from the SDK; the fullSDKis not required to use the demo.
Be sure to checkoutthe UniversalDemo QuickStart Guide for more detailed instructions about
using the Universal SDK Demo app.

8.1. Using the demo application
Follow the steps below to run the Universal SDK Demo app on Windows:
1. Plug the VP3320 into the hostdevice with a USB-to-micro-USB cable (notincluded).
2. Double-click the UniversalSDKDemo.exe file and allow a few seconds for the main
window to appear (see illustration below).

usB

Ty,
— c N\ WELCOME
— i 7
IDT=CH
Value through Innowvation ’
SDK Version
Decryption
Parsomatic
COMMANDS
F1
= 8| 9
- Device
- Remote Key Injection F2
i 4 5 6
B VPEBO0 ~
o EM Log: Close Al Discover 1 2 3 9
& CTLS -
@® VPa320 & Pn
& Cortig Cancel 0 Enter  Back
- LCD
Resulis:
Serial
) Vendi
) Vend Il
) MiniSmart 11
() Spectrum Pro
O Kosk AV
O L100
O BT Mag
O VP30
8 i?;;’eMag Open P | Scan 1P | [ Ciose 1P | | ook
(O NEDZ Standby | | Wake-MAC | | Wake P
Port [] Use TLS 1.2for IP Connection
Baud
Default ~ Start Capture To Disk Stop Capture To Disk
Close Clear Logs
Documentation Execute Command Show Log Folder Email Logs to Support

The Universal SDK Demo app displays VP3320's available commands ina command tree, as
shown above.Single-clickona command to populate the center panel of the window with
optional settings relevant to the command (forexample, "Amount" and "Start EMV Additional
Tags" above).Insome cases, text fields appear, allowing users to enter custom values.

To execute a command, double-clickitin the command tree (or use the Execute Command button
at the bottom of the window). The command executesinrealtime and a data trace appears
automaticallyin the centerand/orright-hand panels. Use the Clear Logs button to clearboth
panels.
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8.2. Updating VP3320 Firmware

The steps below describe the process for updating VP3320 firmware via the Universal SDK Demo.

Note: Before you begin, contactyour D TECH representative to receive the mostrecent
\/P3320 firmware. Download the ZIP file and extractit to your computer.

1. Connectthe VP3320 to your PCvia USBor serial port.

2. Downloadandinstall the latest USDK Demo app from the ID TECH Knowledge Base (if you
cannotaccessthelink, please contactsupport).

3. Openthe USDKDemoapp from the Windows Start menu.

o o & WELCOME
c TZL)
ik
IDT=CHN
value throuan Innovation
SDK Version
Decryption
Parsomatic
COMMANDS 7 8 9 Fi
MSR
Device
Remote Key Injection F2
4= 5= 6
VPEBOD ;
e ey Log: Close Al Discover 1 2 3 o
- CTLS
@ VP332 -
5 Config Cancel 0 Enter | Back
LcD
Resulis:
Serial
O Vendi
O Vend Il
O MiniSmart Il
(O Spectrum Pro
O Kosk IV
O L100
O BT Mag
O vPssod
O SecureMag
O K100 OpenlP || ScanIP | |CloseIP | | Chk
O NEO2 Standby | | Wake-MAC | | WakelP
Port [ Use TLS 1.2 for IP Connection
Baud
Defaut ~ Start Capture To Disk Stop Capture To Disk
Close Clear Logs
Documentation Execte Comman d Show Log Folder Email Logs to Support
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4. UnderDevice,selectUpdate Device K81Firmware, then click Execute Command.

usB

@ VP3320

A -y
— g \
IDT=CHN
— L
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SDK Version
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[ Device
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2 Update Device KB1 Firmware |
- Update 1050/K81/Bootloader
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Serial - Reset USB
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O MiniSmart Il - Stop IP Connection Monitor
O Spectrum Pro - Get TransAmor 1D
O Kiosk 1AV - Set TransAmor ID
O L1000 - Set TraneAmor Encryption
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[@RY::] - e
Si Tl
8 K:EE* *  [open'P | [Scan'P | [Cose P | [(Crk
(O NEOZ2 Standby | | Wake-MAC | | Wake-IP
Port [ Use TLS 1.2for IP Connection
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Default -~
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Docum Execute Command

5. Navigate toand selectthe VP3320 firmware file you downloaded earlierand click Open.

6. TheVP3320 rebootsand enters the bootloader, at which point the USDK Demo app
begins updating the device.

7. Whenthe firmware update completes, the VP3320 reboots again and the USDK Demo

app prints Firmware Update Successful in the Results panel.

Resulis:

Sent block 100 of 100 Applying Firmware Update....
12:29.02 578Disconnected Device Mot Connected

SDK Default Device = Device Mot Connected

Firmware Update Successful

12:25:02.986Connected FW_UPDATE / FW_UPDATE (USB)
SDK Default Device = FW_UPDATE / PW_UPDATE (USB)
12:25:03.050Connected PW_UPDATE / FW_UPDATE {USB)
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9. For More Information
e Tolearnmore aboutVP3320 and other ID TECH products, visit the ID TECH Knowledge
Base.
e Tolearnmore aboutEMV app developmentwith the Universal SDK, see EMV
Transactions with Universal SDK.
e \Visitus online athttp://idtechproducts.com.
e Find more Tech Supportresourcesatthe |D TECH Tech Supporthome page.

Page| 15


https://atlassian.idtechproducts.com/confluence/display/KB/Knowledge%2BBase%2B-%2BHome
https://atlassian.idtechproducts.com/confluence/display/KB/Knowledge%2BBase%2B-%2BHome
https://atlassian.idtechproducts.com/confluence/download/attachments/30479625/EMV%20Transactions%20with%20Universal%20SDK.pdf?api=v2
https://atlassian.idtechproducts.com/confluence/download/attachments/30479625/EMV%20Transactions%20with%20Universal%20SDK.pdf?api=v2
http://idtechproducts.com/
http://www.idtechproducts.com/contact/tech-support

	1. Introduction
	2. Major Features of VP3320
	2.1. Contactless NFC Features

	3. Other Agency Approvals and Compliances
	4. Before You Start Using VP3320
	4.1. Bluetooth Pairing Instructions
	4.2. Battery Charging Instructions
	4.3. VP3320 LED and Sound State Indicators
	4.4. iOS Connectivity: BLE and VP3320
	4.5. 24-Hour Device Reboot

	5. Operation and Storage: Environmental Limits
	6. Decommissioning SRED Devices
	7. For Software Developers: Software Development Support
	8. Demo App
	8.1. Using the demo application
	8.2. Updating VP3320 Firmware

	9. For More Information

