IDT=CH

Value through Innovatian

USER MANUAL

SecuRED
Encrypted Magstripe Reader
JPOS Reference Guide

Windows

80128504-001

Rev A. 9/9/13

ID Technologies, Inc.
10721 Walker Street, Cypress CA 90630 Voice: (714) 761-6368 Fax: (714) 761-8880



SecuRED JPOS User Manual

Revision History

Revision | Date Description By

A 9/9/2013 Initial Release CH
Table of Contents
ISR oo 11 Tox 1 o] S 3
2. SYSEM REQUITEMENTS. ... .iuiitiitiiteieieete ettt bbb bttt st b e bbb b e 3
3. REfErENCE DOCUMENL......ciiiiiiicieie sttt et e st e e be s be s ae e e e besresneeaenrens 3
O Y NV (o] a1 0 T=T 1B = U T (o OSSR 3
ST ST I o @ RS ) SRR 5
6. A Sample for using MSR JPOS ......coo it 13



SecuRED JPOS User Manual

1. Introduction
This document provides information for using JPOS Service Object (SO) for MSR readers.

2. System Requirements
This JPOS Service Object is for Windows XP, Windows Vista, Windows 7 and Windows 8.

3. Reference Document
1. Unified POS Retail Peripheral Architecture Version 1.13.1
2. International Standard for Implementation of Point Of Service Peripherals

4. Environment Build
Install Sun JRE 1.5 or JDK 5.0, JRE 6 or JDK 6, JRE 7 or JDK 7:

Download the newest JRE 15 installation package from:
http://java.sun.com/j2se/1.5.0/download.jsp, then click: Download JDK 5.0 Update and select a
proper platform JDK version to download. Install the package and make sure the "java" command
functions properly. There may be a need to add the JRE bin directory into the system
environments variables by following steps:
For Microsoft Windows XP

1. Right click "My Computer" in the desktop

2. Select the "properties” menu item

3. Select "Advanced" tab

4. Click button "Environment Variables"

5. Select "Path" and insert the JRE bin directory.

When Java is working, following can be observed:

¢, Command Prompt

C:s>rjava
Uzage: java [-optionsz] class [args...1
(to execute a class>
or Jjava [-options] —jar jarfile [args...]
(to execute a jar filed

where options include:
—client to select the “client' UM
—SErver to select the “server'" UM
—hotszpot iz a synonym for the '"client” UM [deprecatedl
The default UM is client.

—cp <class search path of directories and zip~-jar files

Enter DOS command shell, and enter java. It shows information about how to use.


http://java.sun.com/j2se/1.5.0/download.jsp
http://javashoplm.sun.com/ECom/docs/Welcome.jsp?StoreId=22&PartDetailId=jdk-1.5.0_06-oth-JPR&SiteId=JSC&TransactionId=noreg
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FILELISTS:

4 = dest
[ £ jmsrso.jar
4 = ext
|ﬂ. com_securemsr_connector_JIMIConnector.dll
[} IDTECH_KeyboardHeok.dll
[sih M5RKeyboardHook.dll
[a} PS2Conn.dll
a1} usbhidConn.dll
[ai) usbkbConnector.dll
4 [= help
] User Manual -IDTECH MSR - JPOS Service Object.doc
a = lib
g5 jpos1l3jar
gl xerces,jar
4 [ PO5test
4 [= jpos
4 = res
jpos.properties
0| jpos.xml
) POStest.bat
[ £ POStestjar

jmsrso.jar - JPOS device service control for MSR

jpos.xml - jpos configure file

jpos.properties - jpos configure file, this specifies jpos.xml
com_securemsr_connector_JNIConnector.dll - NI DLL
usbkbConnector.dll - extension DLL

kbhidConn.dll - wrap DLL to usbhid and kbhid

usbhidConn.dll - extension DLL to access usbhid
MSRKeyboardHook.dll - extension DLL

The .DLL should be located in the directory in the PATH environment specified. For example, if
the current working directory is included in the PATH variable,
PATH=%PATH%;.\

So, the DLLs can be moved to current directory.

Device Name: the jpos.xml the JPOS register file, which specify the device names.
There are several entries in this file, with entry name:

“defaultMSR”

“IDTECHSECURED_USBHID”

“IDTECHSECURED_USBKB”

“IDTECHSECUREMAG_USBHID”

“IDTECHSECUREMAG_USBKB”

“IDTECHMINIMAG_USBHID

“IDTECHMINIMAG_USBKB”
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“IDTECHVALUEMAG_USBHID”
“IDTECHVALUEMAG_USBKB”
“IDTECHMSR_PS2KB”
“IDTECHMSR_RS232”
“IDTECHMSR_USBCDC”

“defaultMSR”
The entry is a copy of one of other entry as the default name for POSTest program.

“IDTECHSECURED_USBHID”,

The line: <prop name="connector" type="String" value=" usbhid/0Oacd/2810 "/> specifies the
connector driver name, and the configuration value. Oacd is IDTECH Vendor ID; 2810 is the
product IDs

jpos/res/jpos.properties
This file specify which configure file is used. By default, it specifies the “jpos.xml” as the one.
Add jmsrso.jar to your CLASSPATH or specify it in the javac / java command.

set CLASSPATH=%CLASSPATH%;yourDir\jmsrso.jar

For example: jmsrso.jar is placed in c:\so, it should set
CLASSPATH=%CLASSPATHY%;c:\so\jmsrso.jar

5. Run POSTest
It's the official recommended JPOS compatible test program. The release version includes the
program or it can be gotten from http://sourceforge.net/projects/postest/

1. Unzip file to a directory. Such as
c:\temp
The Directory is like the following:


http://sourceforge.net/projects/postest/
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& temp EE&
Fil=  Edit Miew Favorites Tools  Help ;ﬂ'
O Back - y ? 7 Search Folders E -

Address ([ Ciitemp “ a G0

*| Mame Size | Type
File and Folder Tasks * CEdest | File Falder
) Make a new folder _,"_Ex': F!IE Folder
i ) ilib File Falder
@ Publish this Folder bo the ) POStest File Falder
Weh
ted Share this Folder
Other Places &
Sl MEW Sy (1]
[} My Documents
) Shared Documents
_e My Cornpuker
&) My Mebwork Flaces
| 4 »

Enter "c:\temp"Postest directory under the DOS command shell

AWINDOWS\System3 2\emd. exe

C:~temprdir
Uolume in drive C is NEW 5¥5
Uolume Serial Number is AC64-HBBF1

Directory of C:stemp

11:86 AM <DIR> -
11:86 AM <DIR> .
11:84 AM <DIR> dest
11:84 AM <DIR> ext
11:84 AM <DIR> 1lih
11:84 AM <DIR> POStest
A File(s> A hytes
6 Dirdcsd L,.738_ 045448 bhytes free

Then enter subdirectory "POStest"
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\WINDOWS\System 3 2\emd.exe

C:“tempXdir
Uolume in drive G iz MWEW SY¥5
Uolume Serial Humber is ACe4-BBF1

Directory of C:“temp

11:86 AM {DIR> .
11:86 AM <{DIR> .-
i1:84 AMH <DIR> dest
i1:84 AMH <DIR> ext
i1:84 AMH <DIR> 1lib
i1:84 AN <DIR> POStest
B File<s>» 8 hytes
b Dircsl L,.738,.845,.448 hytes free

C:stemprcd postest

C:“temp P0Stest>
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2. To run POSTest just like following:

C:\WINDOWS\System32\cmd.exe

C:~temprcd postest

C=~temp POStestrdir
Uolume in deive C iz MEW SYS
Uolume Serial Mumber iz AC64-BBEF1

Directory of C:ntemp POStest

B8:53 AM <DIR> .
Ag:53 AM <DIR> .-
11:84 AN 761 jposps2.xml
i1:84 AH 799 jposserial.xml
11:84 AN 7?74 jposushhid.xml
i1:84 AM 7?73 jposushkb.xml
B1:38 PM 186 POStest.hat
11:84 AM 322,874 POStest.jar
11:84 AM Jjpos
11:84 AM 128 vussver.scc
11:84 AM 187 POStest_hat.bhak
8 File<s> 326,482 hytes
3 Dirds> 5.738,.0845,448 hytes free

C:~temp POStest»postest

Then a POSTest program screen is shown.

File
RemoteOrderDisplay | Scale | Scanner SignatureCapture | SmartCardRW | Tonelndicator Exit
MSR PINPad PointCardRv POSKeyhoard POSPower

Electronic.Journal FiscalPrinter HardTotals Keylock LineDisplay MICR

B3 (=1ES

POSPrinter
MaotionSensor

About Configured Devices Biometrics Bump/Bar CashChanger CashDrawer CAT Ct

CoinDisg

POSTest

The JavaPOS$S Device Tester.
v1.13.1

POStest is a community project under the direction of the JavaPOS working group.
Original code donated by 360 Commerce.

Contributors:

Jeff Lange - Ultimate Technology Corporation
Rory K. Shaw - IBMRaleigh RSS Drivers and Diagnostics
William White - IBM/Raleigh Retail Store Solutions
Bracci A. Sistemi Digitali s.r.l. Pisa {ftaly)
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3. Click "MSR" Tab

F4 JavaPOStester in Progress

File
RemoteOrderDisplay rScaIe Scanner rSignatureCapture rSmartCardRW rTuneIndicatur rExﬂ |
MSR | PINPad PointCardRWY I POSKeyhoard I POSPower [ POSPrinter
Electronic.Journal r FiscalPrinter r HardTotals r Keylock r LineDisplay r MICR r MotionSensor
About r Configured Devices r Biometrics rBumpIBar r CashChanger r CashDrawer rCAT r CheckScanner r CoinDispenser

Logical name: |defauItMSR | JPOS S CLOSED
| Open | | Claim | | Release | | Close | | Info | | Statistics | | Firmware | | 0ICE | | EXIT |
[ Auto disable l/ MSR Reading | Authentication | MSR Writing |
[ Data event enakled Track 1 Data:
[] Device enabled Track 2 Data:
[ Freeze events Track 3 Data:
[] Decode data Track 4 Data:
Track 1E d Data:
[] Parse decode data rac ncrypte a
Track 2 Encrypted Data:
T it tinel
O Ersmeenines Track 3 Encrypted Data:
[ Per-track error reparting Track 4 Encrypted Data:
[ Track 1 enabled Additional Security Information:
[ Track 2 enahled Account number:
[ Track 3 enabled Epigationldate:
Title:
[ Track 4 enabled
First name:
[ DeviceAuthenticated Middle initial:
Clear Input Surname:
Clear Input Properties | Suffix:
Service Code:
Track 1 discretionary data:
Track 2 discretionary data:
Data Count: Clear Fields

The logical name is the entry name in the jpos.xml file.
4. Click "Open" button, and "Claim", and three “beeps” should sound from the device.
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A JavaP0OStester in Progress
| File

RemoteOrderDisplay rScaIe Scanner rSignatureCapture rSmanCardRW rToneIndicator rExﬂ |
MSR | PiNPad PointCardRW [ POSKeyhoard i POSPower [ POSPrinter
ElectronicJournal r FiscalPrinter r HardTotals r Keylock r LineDisplay r MICR r MotionSensor
About r Configured Devices r Biometrics rBumpIBar r CashChanger r CashDrawer rCAT r CheckScanner r CoinDispenser

Logical name: |defauItMSR | JPOS_5_IDLE
| Open || Claim || Release || Close || Info || Statistics || Firmware || QICE || EXIT |

[] Auto disahle f MSR Reading [’ Authentication rMSRWriting |

[[] Data event enabled Track 1 Data:

#| [ Device enabled Track 2 Data;
[] Freeze events Track 3 Data:

Decode data Track 4 Data:
Track 1 Encrypted Data:

Track 2 Encrypted Data:

Track 3 Encrypted Data:

[] Per-track error reporting Track 4 Encrypted Data:

Track 1 enahled Additional Security Information:
Track 2 enabled Account number:

Expiration date:

Title:

First name:

Middle initial:

Clear Input Surname:

| Parse decode data

. [[] Transmit sentinels

Track 3 enabled

4| [ Track 4 enabled

[ DeviceAuthenticated

Clear Input Properties | Suffix:
Service Code:

Track 1 discretionary data:

Track 2 discretionary data:

Data Count: 0 Clear Fields

5. Check choices "Data event enabled", "Device enabled"

10
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B JavaPOStester in Progress
| File

RemoteOrderDisplay rScale Scanner rSignatureCapture rSmanCardRW rTuneIndicator rExi't |

MSR [’ PIMPad PointCardRW [’ POSKeyhoard [’ POSPower [’ POSPrinter

ElectronicJournal r FiscalPrinter r HardTotals r Keylock r LineDisplay r MICR r MotionSensor

About r Configured Devices rBiometrics rBumpIBar r CashChanger rCashDrawer |/CAT rCheckScanner r CoinDispenser

Logical name: |defauItMSR | JPOS_5_IDLE
| Open | | Claim | | Release | | Close | | Info | | Statistics | | Firmware | | QICE | | EXIT |
[] Auto disahle f MSR Reading [’ Authentication [’MSRWriting |
Data event enabled Track 1 Data: 0
i Device enabled Track 2 Data: 0
[[] Freeze events Track 3 Data: i]
Derode data Track 4 Data: 0
Parse decode data Track 1 Encrypted Data: 0
! Track 2 Encrypted Data: i}
T it tinel
[ Transmit sentinels Track 3 Encrypted Data: 0
[] Per-track error reporting Track 4 Encrypted Data: 0
Track 1 enahled Additional Security Information:
Track 2 enahled Account number:
Track 3 enabled (I (iR
Title:
4| [ Track 4 enabled .
First name:
[ DeviceAuthenticated Middle initial:
Clear Input Surnarme:
Clear Input Properties | Suffix:
Service Code:
Track 1 discretionary data:
Track 2 discretionary data:
Datalchuntl Clear Fields

6. Observe the text field and swipe a card.

11
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| File

JavaPOStester in Progress

RemoteOrderDisplay r Scale

Scanner rSignatureCapture rSmanCarde rTunelndicatur |/Exit |

MSR |’

PINPad

PointCardRvWY |/

POSKeyhoard POSPower r POSPrinter

ElectronicJournal

|’ FiscalPrinter |’

HardTotals

|’ Kevlock |’ LineDisplay |’ MICR. MotionSensor

About r Configured Devices rBiumetrics rBumpIBar r CashChanger rCashDrawer |’ch rCheckScanner rCuinDispenser

Logical name: |defaultMSR

JPOS_S_IDLE

‘ Open H Claim H Release || Close H Info H Statistics H Firmware H QICIE H EXIT ‘

[ Auto disakle

[[] Data event enabled

i Device enabled

[] Freeze events

Decode data

| Parse decode data

[] Transmit sentinels

[] Per-track errar reporting
Track 1 enabled

Track 2 enakled

Track 3 enabled

4 [ Track 4 enabled

[ DeviceAuthenticated

Clear Input

l/ MSR Reading rnuthenticatiun rMSRWﬁting |

Track 1 Data: q 107BIDT?7

Track 2 Data: 14 20720123456780
Track 3 Data: 14 307B0123456739
Track 4 Data: i}

Track 1 Encrypted Data: i}

Track 2 Encrypted Data: i]

Track 3 Encrypted Data: i}

Track 4 Encrypted Data: i}

Additional Security Information:
Account number:

Expiration date:

Title:

First name:

Middle initial:

Surname:

Clear Input Properties

Suffix:

Service Code:
Track 1 discretionary data:
Track 2 discretionary data:
Data Count: 0

Clear Fields

7. Click "Release" or "Close" to release or close the JPOS,

NOTE: This should be done to make sure the device returns to normal state.

8. Click "EXIT" to quit the program.
For more detail please check the http://www.javapos.com and the release help files.

12
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6. A Sample for using MSR JPOS
The following code is the sample:

Important Note:
If the reader has been authenticated, the application should cancel the authentication before close
the POS. Otherwise, the reader will stay in the authentication state 120 seconds.

13



