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1. Introduction

ID TECH SecureHead SPI with TMIV User Manual

The SPI SecureHead™ magnetic stripe readercanread 1, 2, or 3 tracks of magnetic stripe information.
When connected to the host, the SecureHead is completely compatible with SPI (Serial Peripheral
Interface). The rawdata ordecoded data go to the host via SPI. Firmware canalso be upgraded via

SPI.

The SecureHead supports both unencrypted and encrypted data output. When encryptionis not
turned on, the decoded data can be formatted with preamble/postamble and terminator characters
to matchthe formatexpected by the host.

2. Specifications

General
Card Speed
Electrical
Power Supply
I/0 Voltage Range
Current

Active Power Supply Current
Sleep Power Supply Current
Environmental
ESD
Operating Temperature
Storage Temperature
Humidity
Mechanical
Weight
Cable Length

3to 75 ips (7.6 to 190.5 cm/s)

3.0 to3.6 VDC
2.7 t0o3.6 VDC

5mA
0.1 mA

+4kV discharge to head
0°Cto55C

-40 °Cto 70 °C

-10% to 90% non-condensing

5.67 grams
125 +/- 6.4 mm

Note 1: During the analog components’ wake up, a few capacitors are charged up, and the wake-up
inrush currentcan go up to 40 mAfor no more than5 psec.

Note 2: During the chip powerup, the internal regulator canintroduce 80 mA currentfor 50 psec.
Note 3: ID TECH recommends thatyouincorporate the ability to separately control power to the SPI
TrimaglV SecureHead. During the firmware update procedure, there is a short time (a few seconds)
during which, if poweris removed from the device, firmware loading can fail. The host software can
cycle the powerof SecureHead to getthe unit back to bootload mode again, then the host needs to
talk to the unit within ~500 msec and continue loading firmware. Please check Tech Note 015 for
details (available for download onthe ID TECH Knowledge Base.)

Note 4: The time for standard wake upis 1mS (50kHz sleep); the fast wake up time is 200uS at 4Mhz

sleep.

For normal operation, we do not recommend turning off the power of the unit. Also, do not turn off
the power within 2 seconds afterreceiving MSR data.
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2.1. Dimensions

GO O o B *mp
I

AT WLTH
/TFHJ.I}(' I LOsaTIon
_ _ : { — | B0OR0ID [0.315£0.004] 1220 [48]
I

E
HOLES

T

42604010 [1.677+0,004]

Lan 401 L0
LAty [‘-“':'—c-,ma

~ 3.510[ 138]
REFER T& SHEET 9

FOR HELD DCTHL \,A ?.
| ]
il i (T.AS ST Ts[0 295,50 T0E])
! f/_ 020 [D oua.]J' ,5,

G LUG—/

Page|8



ID TECH SecureHead SPI with TMIV User Manual

2.2. Mounting Options
2.2.1. Wing spring mounting
This is the standard mounting option and can be used on most swipe readers. The protrusion of the
head from the surface of the springis 3.50 mm.

2.3. Head Assembly Only

This option is provided for specialapplications.

PIN 1

TRACK 1
CONMECTOR WMOLEX:
510210800

4
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The mechanicalinterfaceis an eight-pin male Molex Connector51021-0800 for option 1 and 2.

3. SPI Operation

This section describes SPI(Serial PeripheralInterface), the SPI businterface timing, communication
protocol, timeouts, and data outputformat. The following table shows the signals usedin the SPI
interface. Note thatthe connectoris an eight-pin Molex 51021-0800.

PIN # Signal Description

1 SPCK Serial Clock Input

2 MISO MasterInput, Slave Output
3 MOSI Master Output, Slave Input
4 DAV Data Available (output)

5 NCS Chip Select, Active Low

6 VIN Voltage Input

7 GND Logic Ground

8 Head Case GND | Chassis Ground

3.1. SPI Data Transmission
A serial peripheral interface(SPI)is aninterface thatenables the serialexchange of data between two

devices, one called a masterand the othercalled a slave. The host (master) generates the clock signal
(SPCK) to trigger data exchange onthe SPIbus.

During each SPI clock cycle, data are transmitted in both directions at the same time (full duplex
transmission):

e 0OntheMOSIline, the master sends a bit and the slave reads it

e OntheMISO line, the slave sends a bit and the master reads it

The SPI bus transmits data in 8-bit data groups, sending data one bit ata time, from MSBto LSB. An
example of bit transmission for byte A and byte B (of two-byte quantity AB) would be
A(bit 7) A(bit 6) ... A(bit 0) B(bit 7) B(bit 6) ... B(bit 0).

3.2. Clock Polarity and Phase

The clock polarity and phase have four different options with respectto the data. The serial clock
input frequency cangoup to 1M bps.

e When clock polarity = O, the base value of the clock isO
o For clock phase = 0, data are read on the clock’s rising edge (low->high
transition) and data are changed on a falling edge (high->low transition).
o For clock phase = 1, data are read on the clock’s falling edge and data are
changed on a rising edge.
o When clock polarity = 1, the base value of the clock is 1
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o For clock phase = 0, data are read on clock's falling edge and data are
changedon a rising edge.

o For clock phase = 1, data are read on clock's rising edge and data are
changed on a falling edge.

The signalis required to read card data from the device. The device defaultuses clock phase = 0 and
clock polarity = 0. Custom defaults for device clock phase and polarity are available upon request.

The following picture shows an example of regular TM4 SPI firmware with clock polarity = 0 and clock
phase = 0. The dataare read on the rising edge of the clockand changed on the falling edge. On MOSI
line, the host sends out data of 00000010, or 02h (0x02).

1] 2 « 00s 20008/ Trigd? ¥ TTL

Save to file = Bcope_| |

+2 Spell Enter Delete Auto Increment] Press to PG
5 = Character L] Save

3.3. Master Input, Slave Output (MISO)
The MISOsignalis the serial data outputsent from for the device. Itis also the data line thatis
received by the host. When the device is not active (Chip Selectis high), the MISO becomes high
impedance (disconnected). The MISO signalwould be in anindeterminate state after the device is
power-cycled orresetfora maximum of 1second. This signal should be ignored during this time.
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3.4. Master Output, Slave Input (MOSI)

The MOSlI signalis the serial data input for the device and serial data output for the host. This signal is
sentfrom the host (master) to the device (slave). The signalmight not be required after some device
parameters suchasthe device key has beensetand saved. Set the signal to be high if it is not being
used.

3.5. Data Available Output (DAV)

The DAV signal is low where there is no data to be transmitted. When the DAV signalis high, it
indicates thatthereis dataavailable for output. The host and then sends out the clock signal to read
the data. Afterall the datais transmitted, the device sets the DAV signal low again.

The signal canbe used for the host to determine if the device has data ready to transmit. However,
the signalshould be ignored right after (1 second maximum) the power cycle or areset, asit would be
in an indeterminate state.

In the case whenthe DAV signalis not used, the host will need to poll the device periodically to
determineifit has data to transmit. The host needs to toggle SCL to get card data from MISO. The
first non-IDLE byte indicates the start of valid card data.IDLEis FF.For more details, please referto
the communication protocol section of this documentin the chapter on Configuration.

The following graph shows the command and response for Review Version command. The lastsignal
shown in the graphis the DAV signal:

1] [} + -1.340r 500.08/ Trigd? £ TTL

AATRAVERANEA

Save to file = Bcope_5 |

42 Spell Enter Delete Auto Increment Press to ’
5 — Character [} Save
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Afterthe commandisreceived and the responseis ready, the DAV would be settoo high for the host
to receive response. After the response is received, the DAV would be /ow, indicating there is no more
data to be transmitted.

After receiving a command, typically within less than 20ms, response is ready and DAV set
to high. For some specific commands, the delay may be longer.

Afterthe last byte of responseissent, the DAV is pulled low. If userpolls DAV status to check
whetherthere are data available, we suggestusing 100us polling interval and throw away any data
when DAV is low.

3.6. Chip Select

SPlinterface allows connecting several SPI devices while master selects each of them with NCS (Chip
Select, Active Low). The device will only respond to SPCK and MOSI signals afteran NCS is pulled low.
For the first byte of eachcommand sentto SecureHead, NCS needs to be pulled low for 1 millisecond
before the clockline. Because SecureHead is alwaysin deep sleep mode whenin idle status, this 1
millisecond delay is required to allow SecureHead wake up from sleep mode.

1} 2] « -1.336F 50008/ Trigd? £ TIL

Print Configuration Menu

+2) Print to
<None>
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When the userswipes a card, no delay is required. Following is the waveform for MSR output:

1] 2 « 33708 20008/ Trigd? ¥ TTL

LR AR I

Save to file = Bcope_3 ]
42  Spell Enter Delete Auto Increment] Press to -
= =

Character ] Save

3.7. Voltage Input and Ground
The VIN signalis the powerinput for the device and has an operating range of 3.0 to 3.6 volts DC. The
GND signalis logic ground. The head case GND signalis chassis ground, which is connected to the
head case. Foroptimum ESD protection, this signal should be connected to earth ground.

3.8. Communication
When the host hasa frame tosend, it pulls the NCS line low, waits 1 millisecond, then clocks it out.
Whenthe device hasaframe to send, it raisesits data available (DAV) signaland waits for the host to
pull the NCS line low, then clockin the frame. The hostnormally clocks out IDLE characters to clockin
a frame from the device. Because the device typically loads its one transmitbuffer with IDLE byte
when it has nothing to transmit, the first byte clocked out from the device after the DAV signal is
asserted could be IDLE instead of a valid byte. If this is the case, simply discard this byte.

To detectwhetherthe device hasaframe to send, the host can either monitor the DAV signal or,
optionally, periodically clockin up to two bytes from the device to seeif the device has senta valid
data.Upto two bytes should be clockedin instead of just one because the first byte could be an IDLE
byte thatwas loaded into the device's transmit buffers before the device had anything to send. The
host should look ateachbyteit clocksin to seeif it is a valid byte. If a valid byte is found, then the
subsequentbytes will contain the frame.
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4. Configuration

The SecureHead reader mustbe appropriately configured to your application. Configuration settings
enable the readerto work with the host system. Once programmed, these configuration settings are
storedin the reader's non-volatile memory (so they are not affected by the cycling of power).

In TriMag IV, ACK is 0x06.

4.1. Command Structure
4.1.1. Commands sent toSecureHead

a. Setting Command:
<STX><S>[<FunclD><Len><FuncData>...]<ETX><CheckSum>

b. Read Status Command:
<STX><R><FunclID><ETX><CheckSum>

¢. Special Function Command:
<STX>[<FunclD><Len><FuncData>...]<ETX><CheckSum>

4.1.2. Response from SecureHead
a. Setting Command

Host SecureHead
Setting >
Command

< <ACK>ifOK
or

< <NAK>if Error

b. Read Status Command
Hos SecureHead
t
ReadStatus Command -
< <ACK>and<Response>if OK

or
< <NAK> if Error
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. Special Function Command

Hos SecureHead
t
Special Function 2
Command
< <ACK>and<Response>
if OK
or

< <NAK> if Error

Where:
<STX> 02h

ID TECH SecureHead SPI with TMIV User Manual

<S> Indicatessetting commands.53h
<R> Indicatesreadstatuscommands.52h
<FuncID> One-byte FunctionID identifies the
Specific function or settings affected.
<Len> One-byte length countfor the following data

block<FuncData>

<FuncData> Datablockforthe function

<ETX> 03h

<CheckSum> CheckSum:The overallModulo 2 (Exclusive OR)sum (from <STX> to

<CheckSum>)should be zero.

<ACK> 06h
<NAK> 15h

4.2. Communication Timing

The power up time for TMIV SecureHead is 600ms. The typical delay for the readertorespondto a
commandis 20ms; the maximum delay for the reader torespond can be as muchas 40ms. Caution
must therefore be takento maintainanappropriate delay between two commands.

4.3. Default Settings

The SecureHead readeris shipped from the factory with the default settings already programmed. In
the following sections, the default settings are shownin bold.

For atable of defaultsettings, see Appendix A.
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4.4, General Selections
This group of configuration settings defines the basic operating parameters of SecureHead.

4.5. Change to Default Settings
Command: <STX><5><18h><ETX><CheckSum>

This command does nothave any <FuncData>. Itreturnsall settings for all groups to their default
values.

4.6. MSR Reading Settings

Enable or Disable the SecureHead. If the readeris disabled, no data will be sentout to the host.
Command: <STX><S><1Ah><01h><MSR Reading Settings><ETX><CheckSum>

MSR Reading Settings:
e "0"MSR ReadingDisabled
e “1"MSR Reading Enabled

4.7. Decoding Method Settings

The SecureHead can support four kinds of decoded directions.
Command: <STX><S><1Dh><01h><Decoding Method Settings><ETX><CheckSum>

Decoding Method Settings:

e "0":RawDataDecodinginBoth Directions, sentoutin ID TECH mode.

e “1":DecodinginBoth Directions. If the encryption feature is enabled, the key management
method usedis DUKPT.

e “2":Movingstripe along head in direction of encoding. If the encryption featureis enabled, the
key managementmethod usedis DUKPT.

e “3":Movingstripe along head againstdirection of encoding. If the encryptionfeatureis
enabled, the key managementmethod usedis DUKPT.

e “4":RawDataDecodinginBoth Directions, send outin other mode. If the encryption feature
is enabled, the key management method usedis fixed key.

With the bi-directionalmethod, the user can swipe the cardin either directionand still read the data
encoded onthe magnetic stripe. Otherwise, the card can only be swiped in one specified direction to
read the card. Raw Decodingjustsends the card’'s magnetic data in groups of 4 bits percharacter.
The headreads from the first byte of each track, starting from the mostsignificantbit. The data start
to be collected when the first 1 bit is detected. No checking is done except to verify that the track has,
or does not have, magnetic data.
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4.7.1. Samsung Pay Encoding/Decoding
Specialtrack decoding considerations apply to Samsung Pay interactions. Samsung Pay/MST
(LoopPay) sends outa magnetic signalto a magnetic head. So MCUs may receive identical magnetic
signals on all tracks. However, Samsung Pay devices send out Track1and Track2 data consecutively,
making it possible to disambiguate the tracks.

If the reading device receivesidentical MSR data for multiple tracks, MSR processing will ignore
Track2and Track3 dataif the card datais ISO 7-bit encoded, treating it as Track1data. If the dataare
5-bit encoded, itis received as Track2 data only.

If MSRreceives single track data corresponding to ABA, IATA, or ISO 4909, but notin the expected
track, the data will be ignored to avoid capturing trackdataasanincorrecttype. The processor will
not move data from one track to another.

4.8. Review Settings

Command: <STX><R><1Fh><ETX><CheckSum>
This command does nothave any <FuncData>. Itactivates the review settings command.
SecureHead sends backan <ACK>and <Response>.

<Response>format:
The currentsetting data blockis a collection of many function-setting blocks <FuncSETBLOCK> as
follows:

<STX><FuncSETBLOCK1>...<FuncSETBLOCKn><ETX><CheckSum>

Each function-setting block <FuncSETBLOCK> has the following format:
<FunciD><Len><FuncData>

Where:
e <FuncID>is one byte identifying the setting(s) for the function.
e <Len>isa one-byte length countforthe following function-setting block <FuncData>
e <FuncData>isthe currentsetting for this function. It has the same formatasin the sending
command for this function.
e <FuncSETBLOCK>are in the order of their Function ID<FuncID>

4.9. Review Firmware Version
Command: <STX><R><22h><ETX><CheckSum>

This command gets the device firmware version.

Page|18



ID TECH SecureHead SPI with TMIV User Manual

4.10. Review Serial Number
Command: <STX><R><4Eh><ETX><CheckSum>

This command gets the device serialnumber.

4.11. Message Formatting Selections (Only for Security Level 1 & 2)

4.11.1. Terminator Setting
Terminatorcharacters are used to end a string of data in some applications.

Command: <STX><5><21h><01h><Terminator Settings><ETX><CheckSum>
<Terminator Settings>: Any one character, 00his none; defaultis CR (ODh).

4.11.2. Preamble Setting
Characterscanbe added to the beginning of a string of data. These can be special characters for
identifying a specific reading station, to formata message header expected by the receiving host, or
any othercharacterstring. Up to fifteen ASClI characters can be defined.

Command: <STX><S5><D2h><Len><Preamble><ETX><CheckSum>
Where:

e <Len>=the numberofbytesof preamble string

e <Preamble>={string length}string}

NOTE: String lengthis one byte, maximum fifteen <OFh>.

4.11.3. Postamble Setting
The postamble serves the same purpose as the preamble, exceptitis added to the end of the data
string, afterany terminator characters.

Command: <STX><5><D3h><Len><Postamble><ETX><CheckSum>
Where:
e <Len>=the numberofbytes of postamble string

e <Postamble>={string length}{string}

NOTE: String lengthis one byte, maximum fifteen <OFh>.
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4.11.4. Track n Prefix Setting
Characters canbe added to the beginning of a track data. These can be special characters to identify
the specific track to the receiving host, or any other character string. Up to six ASCll characters can be
defined.

Command: <STX><S><n><Len><Prefix><ETX><CheckSum>

Where:
e <n> =34h forTrack1; 35h for Track2and 36h for Track3
e <Len>=the numberofbytes of prefix string
o <Prefix> = {string length}{string}

NOTE: String lengthis one byte, maximum six.

4.11.5. Track n Suffix Setting
Characters canbe added to the end of track data. These can be specialcharacters toidentify the

specific track to the receiving host, or any other character string. Up to six ASClI characters can be
defined.

Command: <STX><S><n><Len><Suffix><ETX><CheckSum>

Where:

<n> =37h forTrack1; 38h for Track2 and 39h for Track3
<Len> = the number of bytes of suffix string

<Suffix> = {string length}H{string}

NOTE: String lengthis one byte, maximum six.

4.12. Magnetic Track Selections (Only for Security Level 1 & 2)

There are up to three tracks of encoded data ona magnetic stripe. This option selects the tracks that
will be read and decoded.

Command: <STX><5><13h><01h><Track_Selection Settings><ETX><CheckSum>

4.12.1. Track_Selection Settings:

e "0"Any Track

e "1"Require Track10nly

e "2"Require Track2Only

e "3"Require Track1& Track2

e "4"Require Track3Only

e "5"Require Track1& Track3

e "6"Require Track2& Track3
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e "7"Require All Three Tracks
e "8"AnyTrack1&2
e "9"AnyTrack2&3

Note: If any of the required multiple tracks fail to read for any reason, no data for any track will be sent.

4.12.2. Track Separator Selection

This option allows the user to selectthe characterto be usedto separate data decoded by a multiple-
trackreader.

Command: <STX><5><17h><01h><Track_Separator><ETX><CheckSum>
<Track_Separator>isone ASCll Character. The defaultvalue is CR, Oh means no track separator.

4.12.3. Start/End Sentinel and Track2 Account Number Only

The SecureHead can be setto eithersend, or not send, the Start/End sentinel, and to send eitherthe
Track2accountnumberonly, or all the encoded data on Track2. (The Track2 accountnumber setting
does not affectthe outputof Track1and Track3.)

Command: <STX><S5><19h><01h><SendOption><ETX><CheckSum>

SendOption:
e "0"Do notsendstart/endsentineland send all data on Track2
e "1"Send start/endsentineland sendall dataonTrack2
e "2"Don'tsendstart/endsentineland sendaccount#on Track2
e "“3"Send start/endsentineland sendaccountnumberon Track?2

4.13. Encryption Settings

Enable or disable the SecureHead Encryption outputin ID TECH protocol. If encryptionis disabled,
original data will be sent out to the host. If it enabled, encrypted data will be sentout to the host.

Command: <STX><S5><4Ch><01h><Encryption Settings><ETX><CheckSum>
Encryption Settings:
e "0"Encryption Disabled

e “1"Enable TDES Encryption
e "2"Enable AES Encryption
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4.13.1. Review KSN (DUKPT Key management only)
Command: <STX><R><5Th><ETX><CheckSum>

This command gets the DUKPTkey serialnumberand counter.

4.13.2. Review Security Level
Command: <STX><R><7Eh><ETX><CheckSum>

This command gets the currentsecurity level.

4.13.3. Encrypt External Data Command

This command encrypts the data passed to the SecureHead and sends back the encrypted data to the
host. The commandis valid when the security level is set to 3 or 4.

Command:
Host->Device:
Command: <STX><41h><Length<Data to Be Encrypted><ETX><CheckSum>

Where:
<Length> is the 2-byte length of <Data to Be Encrypted>in hex, representedas <Length_L>and
<Length_H>

Device->Host:
Command: <ACK><STX><Length><Encrypted Data>[SessionID]<KSN><ETX><LRC> (success)
or <NAK> (fail)

Where:

<Length> is the 2-byte length of <Encrypted Data>[SessionID]<KSN>in hex, representedas
<Length_L>and<Length_H>

[SessionID]is only used at security level 4; it is part of the encrypted data. No datain this field at
security level 3.

<KSN> is a 10 bytes string, in the case of fix key management, use serialnumber plus two bytes null
charactersinstead of KSN.

Aftereachsuccessfulresponse, KSN will incrementautomatically.
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4.14. Encrypted Output for Decoded Data

4.14.1. Encrypt Functions

Whena cardis swiped through the Reader, the track data will be encrypted via TDES (Triple Data
Encryption Algorithm, aka, Triple DES) or AES (Advanced Encryption Standard) using Fixed key

managementor DUKPT (Derived Unique Key Per Transaction) key management. DUKPT key

managementuses a base derivation key to encrypta key serial numberthatproducesaninitial
encryptionkey (IPEK), whichis injected into the Reader prior to deployment. After each transaction,
the encryption keyis modified per the DUKPT algorithm so thateach transaction uses a unique key.
Thus, the data will be encrypted with a differentencryption key for each transaction,as a safeguard
againstreplayattacks. DUKPT is described by ANSI X9.24-1:2009; for details, refer to that spec.

4.14.2. Security Related Function ID

Security Related FunctionIDs are listed below. Their functions are described in other sections.

Characters Hex Value Description

PrePANID 49 First N Digits in PAN which can be
clear data

PostPANID LA Last M Digits in PAN which can be
clear data

MaskCharlD 4B Character used to mask PAN

EncryptioniD 4C Security Algorithm

SecurityLevellD 7E Security Level (Read Only)

Device Serial Number 1D 4LE Device Serial Number (Can be write
once. After that, can only be read)

DisplayExpirationDatalD 50 Display expiration data as mask
data or clear data

KSNand Counter ID 51 Review the Key Serial Number and
Encryption Counter

Session|D 54 Setcurrent SessionID

Key Management Type 58 Select Key Management Type

ID
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The example below lists possible settings of these new functions.

Characters Default Setting Description
PrePANID 04h 00h ~ 06h
Allowed clear text from start of PAN
Command format:
025349010403 LRC
PostPANID 04h 00h ~ 04h
Allowed clear text from end of PAN Command format:
0253 4A 010403 LRC
MaskCharlD h 20h ~ 7Eh Command format:
02534B013A03LRC
DisplayExpirationDatalD ‘0’ ‘0’ Display expiration data as mask data
1" Display expiration data as clear data
EncryptionID 1 ‘0’ Clear Text
1" Triple DES
‘2" AES
Command format:
02534C013103LRC
SecurityLevellD 1’ ‘0'~'3'
Command format: 02 52 7E 03 LRC
Device Serial Number ID 00, 00, 00, 00, 10 bytes number: Command format:
00, SetSerial Number:
00, 00, 00, 00, 0253014E090837 36353433
00 32313003 LRC
Get Serial Number: 02 52 4E 03 LRC
KSNand Counter ID 00, 00, 00, 00, This fieldincludes the Initial Key Serial Number inthe leftmost 59 bits
00, and a value for the Encryption Counter in the right most 21 bits. Get
00, 00, 00, 00, DUKPTKSN and Counter:
00 02525103 LRC
Session|D 00, 00, 00, 00, This SessionID is an eight-byte string which contains hex data. This
00, fieldis used by the host to uniquely identify the present transaction. Its
00, 00,00 primary purpose is to prevent replays. It is only used at Security Level 4
(not supported). After a card is read, the SessionID will be encrypted,
along with the card data, supplied as part of the transaction message.
The cleartext version of this will never be transmitted.
New Session ID stays in effect until one of the following occurs:
1. Another Set Session D command is received.
2. The reader is powered down.
3. The reader is put into Suspend mode.
Key Management Type ID | 1 Fixed key management by default. ‘0": Fixed Key

"1": DUKPT Key
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4.15. Security Management
This readerisintended to be a secure reader. Security featuresinclude:
e (aninclude Device Serial Number
e (CanencryptTrack1and Track2 dataforall bankcards
e Provides cleartextconfirmation dataincluding card holder'sname and a portion of the
PAN as part of the Masked Track Data
e Optionaldisplay of expirationdata
e SecurityLevelis settable

The reader features configurable security settings. Before encryption can be enabled, Key Serial
Number (KSN)and Base Derivation Key (BDK) mustbe loaded; then encrypted transactions can take
place. The keys must be injected by certified key injection facility (suchas ID TECH). ContactID TECH
for more informationaboutkeyinjection services.

Four security levels are available when using DUKPT key management:

4.15.1. Level O
SecurityLevel O is aspecialcase where allDUKPT keys have beenused andis set automatically when
it runs out of DUKPT keys. The supply of DUKPT keys is effectively 1 million, meaning thata new key
canbe generated, per swipe, for up to a million card swipes. After this limit has beenreached, key
injection will need to occuragainbefore any more transactions can be done.

4.15.2. Level 1
By default, readers from the factory are configured to have this security level. There is no encryption
process, no key serial number transmitted with decoded data. The reader functionsasa non-
encrypting readerand the decoded trackdata is sentout in defaultmode.

4.15.3. Level 2
Key Serial Numberand Base Derivation Key have beeninjected but the encryption processis not yet
activated. The reader will send out decoded track data in default format. Setting the encryption type
to TDES and AES will change the readerto security level 3.

4.15.4. Level 3
Both Key Serial Numberand Base Derivation Keys are injected and encryption mode is turned on. For
paymentcards, both encrypted data and masked cleartextdata are sentout. (Users canselectthe
data masking of the PAN area; the encrypted data format cannot be modified.) You can choose
whetherto send hashed data and whetherto reveal the card expiration date. When encryptionis
turned on, Level 3 is the defaultsecurity level.
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5. Encryption Management

The Encrypted swipe read supports TDESand AES encryption standards for data encryption.
Encryption canbe turned on via acommand. TDES s the default.

If the readeris at or above security Level 3, for the encrypted fields, the original data is encrypted
using the TDES/AES CBC mode with an Initialization Vector of all binary zeroes and the Encryption
Keyassociated with the current DUKPT KSN.

5.1. Check Card Format
5.1.1. ISO/ABA (American Banking Association) Card Encoding method
Track1is 7 bits encoding.
Track1is 7 bits encoding.
Track2is 5 bits encoding.
Track3is 5 bits encoding.
Track1is 7 bits encoding.
Track2is 5 bits encoding.
Track2is 5 bits encoding.

Additionalcheck

Track1secondbyteis ‘B

Thereis only one ‘="in Track2 and the position of ‘=" is between 13th ~ 20th character.
Total length of Track2 should above 21 characters.

5.1.2. AAMVA (American Association of Motor Vehicle Administration) Card Encoding
method
Track1is 7 bits encoding.
Track2is 5 bits encoding.
Track3is 7 bits encoding.

6. Others (Customer card)
6.1. MSR Data Masking

For cards thatneed to be encrypted,a combination of encrypted data and masked clear textdata are
sent.

6.1.1. Masked Area
The data formatof each masked trackis ASCII.
The cleardatainclude start and end sentinels, separators, firstN, last M digits of the PAN, card holder
name (forTrack1).
Therest of the characters should be masked using mask character.

Set PrePANCIrData (N), PostPANCIrData (M), MaskChar(Mask Character)
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N and M are configurable and defaultto 4 first and 4 last digits. They follow the current PCl
constraints requirements (N 6, M 4 maximum).
Mask characterdefaultvalueis *'.

Set PrePANCIrDatalD(N), parameter range 00h ~ 06h, defaultvalue O4h
Set PostPANCIrDatalD (M), parameter range 00h ~ 04h, defaultvalue 04h
MaskCharID (Mask Character), parameterrange 20h ~ 7Eh, defaultvalue 2Ah

DisplayExpirationDatalD, parameterrange ‘0'~'1’, default value ‘0’

6.2. Level 1 and 2 Data Output Format
6.2.1. Magnetic Track Basic Decoded Data Format

Track1:<551><T1 Data><ES><Track Separator>
Track2:<SS2><T2 Data><ES><Track Separator>
Track3:<553><T3 Data><ES><Terminator>

Where:

SS1 (start sentinel Track1) = %

SS2 (start sentinel Track2) =;

SS3 (start sentinel Track3) = ; for 1SO, % for AAMVA
ES (end sentinel all tracks)=?

Track Separator =Carriage Return

Terminator = Carriage Return

Language: USEnglish

6.2.2. Magnetic Track Basic Raw Data Format
Track1:<01><T1 Raw Data><CR>
Track2:<02><T2 Raw Data><CR>
Track3:<03><T3 Raw Data><CR>

Where: The length of T1 Raw Data, T2 Raw Data, T3 Raw Data is 0x60 for eachfield. Pad with O if the
original data length does not reach 0x60.

Language: US English

Page|27



ID TECH SecureHead SPI with TMIV User Manual

6.2.3. Definitions
Start or End Sentinel: Charactersin encoding format which come beforethe firstdata character
(start) and after the last data character (end), indicating the beginning and end, respectively, of data.

TrackSeparator: A designated character that separates data tracks.

Terminator: A designated characterthatcomesatthe end of the last track of data, to separate card
reads.

6.3. DUKPT Level 3 Data Output Enhanced Format

For SO cards, both masked clearand encrypted data are sent; nounmasked clear data will be sent.
For othercards, only cleardatais sent.

This mode is used whenall tracks mustbe encrypted, or encrypted OPOS supportis required, or
when the tracks must be encrypted separately or when cards other than type O (ABA bank cards)
mustbe encrypted orwhen Track3 must be encrypted. This formatis the standard encryption format,
but not yet the defaultencryptionformat.

Carddatais sentoutin the following format
<STX><LenlL><LenH><Card Data><CheckLRC><CheckSum><ETX>

&
3

Description

STX

Data Lengthlow byte
Data Length high byte
Card Encode Typel
Track1-3Status?
Track1datalength
Track2datalength
Track3datalength

Clear/masked data sent status 3

W O NOGOOUVLTL M WN2O

Encrypted/Hash data sentstatus “
Track1clear/maskdata

Track2 clear/mask data
Track3clear/maskdata

Track1encrypted data

Track2 encrypted data

Track3encrypted data

SessionIDinfo for Level 4 (Level 4 notavailable)
Track1hashed (20 bytes each)(if encryptedandhash Track 1 allowed)
Track2 hashed (20 bytes each)(if encryptedandhash Track2 allowed)

-
o
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Track3 hashed (20 bytes each)(if encryptedandhash Track3 allowed)
KSN (10bytes)

CheckLRCCheckSum ETX
Where:

e <STX>=02h

e <ETX>=03h

Description (see also Appendix F for a real-world example):

6.3.1. Data length byte
LenL — Overall length of data, low bits LenH — Overalllength of data, high bits
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6.3.2. Card Encode Type
Value Encode Type Description
80 1S07813/I1SO 4909/ABA format
81 AAMVAformat
83 Other
84 Raw;un-decodedformat
All tracks are encrypted and no maskdatais sent. No track indicator‘'071’,
‘02" or ‘03’ in front of each track.
85 JISII; Only supportedin some products
86 JISI; Only supportedin some products
87 JISIl; SecureKeyand Secure MIR
91 Contactless Visa(Kernel1)
92 Contactless MasterCard
93 Contactless Visa(Kernel 3)
94 C(ontactless AmericanExpress
95 Contactless]CB
96 ContactlessDiscover
97 ContactlessUnionPay
90 ContactlessOthers
CO0 Manualdataentryenhanced mode (similarto ABA Track2)

6.4. Track Status

MSR sampling and decode status

MB LB

B0 1: Track1 decode success (0: Track1 decode fail)

B1 1: Track2 decode success (0: Track2 decode fail)

B2 1: Track3 decode success (0: Track3 decode fail)

B3 1: Track1 sampling data exists (0: Track1 sampling data does not exist)
B4 1: Track2 sampling data exists (0: Track2 sampling data does not exist)
B5 1: Track3 sampling data exists (0: Track3 sampling data does not exist)
B6 O: reserved forfuture use

B7 O0: reserved forfuture use

6.5. Track Data Length
This one-byte value indicates the number of bytesin the respective track masked data field. For1SO
7813 and IS0 4909 compliant Financial Transaction Cards:
Track1maximum lengthis 79 alphanumeric characters. Track2 maximum length is 40 numeric digits.
Track3 maximum lengthis 107 numeric digits.
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6.6. Clear/Masked Data sent status

Bit0 1: Tracklclear/maskdatapresent
Bit1 1:Track2clear/maskdata present
Bit2 1:Track3clear/maskdatapresent
Bit3 1:fixedkey

0: DUKPT Key Management
Bit4 0:TDES

1: AES
Bit5 O: NorequirementtouselC

1: means chip presentoncard(2 or 6 in Service Code)
Bit6 1: Pin EncryptionKey

0: Data Encryption Key Refer ANSIX9.24 2009 Page 56 for details.
Bit7  1: Serial# present

O: not present

6.6.1. Encrypted Hash Data sent status

Bit0 1: Track1encrypteddatapresent
Bit1 1: Track2encrypteddata present
Bit2 1:Track3encrypteddatapresent
Bit3 1: Track1hashdatapresent
Bit4 1:Track2hashdatapresent
Bit5 1: Track3hashdatapresent
Bit6 1:Session|D present

1

Bit7 1: KSNpresent
6.7. Track Masked Data

Track data masked with the MaskCharlD (defaultis *'). The first PrePANID (up to 6 for BIN, defaultis
4) and last PostPANID (up to 4, defaultis 4) characters canbein the clear (unencrypted).

6.8. Track Encrypted Data
This field is the encrypted Track data, using either TDES-CBC or AES-CBCwith initial vectorof O. If the
original datais not a multiple of 8 bytes for TDES or a multiple of 16 bytes for AES, the readerright
pads the data with O.

The key managementschemeis DUKPT or Fixed key. For DUKPT, the key used for encrypting datais
called the Data Key. Data Keyis generated by first taking the DUKPT Derived Key exclusive or'ed with
0000000000FFO000 to getthe resulting intermediate variantkey. The left side of the intermediate
variantkey is then TDES encrypted with the entire 16-byte variantas the key.

Afterthe same stepsare performed for the right side of the key, combine the two key parts to create
the DataKey.
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6.9. Track Hashed Data

SecureHead readeruses SHA-1to generate hashed data forboth Track1, Track2and Track3
unencrypted data.Itis 20 byteslong for each track. Thisis provided with two purposesinmind: One
is for the host to ensure dataintegrity by comparing this field with a SHA-1 hash of the decrypted
Trackdata, preventunexpected noise in data transmission. The other purpose is to enable the hostto
store a token of card data for future use without keeping the sensitive card holder data. This token
may be used for comparison with the stored hash data to determine if they are from the same card.

6.9.1. Encryption Output Format Setting
Command: 5385 01 <Encryption Format>
Encryption Format:

'0": No longer supported
1" Enhanced Encryption Format

Note: Most devices use Enhanced Encryption Format, but some legacy devices require option 0.
Use the Rcommand to checka device's configuration; ID TECH advises device administrators to
set their device to use Enhanced Encryption Format.

6.9.2. Encryption Option Setting (for enhanced encryption format only)
Command: 5384 01 <Encryption Option>

Encryption Option: (default 08h)
bitO: 1: Track1force encrypt
bit1 1: Track2forceencrypt
bit2 1:Track3forceencrypt
bit3 1: Track3force encryptwhencardtypeis O

Note:
1. Whenforce encryptis set, this track will always be encrypted, regardless of card type.
No clear/mask text will be sent.

2. Ifandonlyif in enhanced encryptionformat, each trackis encrypted separately.
Encrypted data length will round up to 8 or 16 bytes.

6.9.3. Hash Option Setting:
Command: 535C 01 <Hash Option>

Hash Option: ('0" —*7')
bito 1: track1hash will be sentif datais encrypted
bit1 1: track2 hashwill be sentif datais encrypted
bit2 1: track3hashwill be sentif datais encrypted

Page|32



ID TECH SecureHead SPI with TMIV User Manual

6.10. Mask Option Setting
(for enhanced encryption formatonly) Command: 5386 01 <Mask Option>
Mask Option: (Default: 0x07)
bit0: 1: Track1 mask data allow to send when encrypted
bit1: 1: Track2 mask data allow to send when encrypted
bit2: 1: Track3 mask data allow to send when encrypted

When mask option bit is set, if datais encrypted (butnot forced encrypted), the mask data will be
sent.

If maskoptionis not set, the mask data will not be sent under the same condition.

6.11. Note 1 : Card Encode Type

Card Type will be 8x for enhanced encryption format.

Value Encode Type Description
00h /80h |SO/ABAformat
01h /81h AAMVAformat
03h /83h Other
04h /84h Raw;un-decodedformat

Trackindicator'01',/02" and ‘03" will still existfor non-encrypted mode.

6.12. Note 2: Track1-3 status byte

Field 4:
Bit0 1: Track1decodeddata present
Bit1 1:Track2decodeddata present
Bit2 1:Track3decodeddata present
Bit3 1: Track1samplingdata present
Bit4 1: Track2samplingdata present
Bit5 1: Track3samplingdatapresent
Bit6 1: Field 10 "optionalbyteslength” exists (0: No Field 10)
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6.13. Note 3: Clear/mask data sent status

Field 8 (Clear/mask data sentstatus)andfield 9 (Encrypted/Hash data sent status) will only be sent
outin enhanced encryptionformat.

Field8:
BitO
Bit 1
Bit 2
Bit3
Bit 4
Bit5
Bit6

Bit 7

Clear/masked data sent status byte:
1: Track1 clear/maskdata present
1: Track2 clear/maskdata present
1: Track3 clear/maskdata present
1if fixedkey
0 DUKPT Key Management
0: TDES
1: AES
0: No requirementto use IC(1st digit in Service Code is differentfrom 2 or 6)
1: Use ICwhere feasible (1stdigit in Service Code is 2 or 6)
1: Pin Encryption Key
0: Data Encryption Key Refer ANSIX9.24 2009 Page 56 for details.
1: Serial# present
O: not present

6.14. Note 4: Encrypted/Hash data sent status

Field9:
Bit0
Bit 1
Bit 2
Bit3
Bit 4
Bit5
Bit6
Bit 7

Encrypted data sentstatus

: Track1 encrypted data present
: Track2 encrypted data present
: Track3 encrypted data present
: Track1hashdata present

: Track2 hashdata present

: Track3 hashdata present

: session ID present

: KSN present

_—e) L A L

6.14.1. Fixed Key Management Data Output Enhanced Format

Same as 4.14.10 DUKPT Level 3 Data Output Enhanced Format, only change <KSN> to
<device serialnumber>plus two NULL bytes.
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7. Appendix A: Default Setting Table

MSR Reading

Enabled

Decoding Method

Both Swiping Direction Decode mode

Track Separator Settings

CR

Terminator Settings CR

Preamble Settings None

Postamble Settings None

Track Selected Settings Any Track

Sentinel and T2 AccountNo Send Sentinels and all T2 data
Data Edit Setting Disabled

Track Prefix None

Track Suffix None
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8. Appendix B: Magnetic Stripe Standard Formats
8.1. ISO Credit Card Format

ISO stands for International Standards Organization

8.1.1. Track1
Field ID Character Contents
a Start Sentinel 1
b FormatCode "B" 1
c AccountNumber 12 0r19
d Separator“*" 1
e Cardholder Name Variable
f Separator“”” 1
g Expirationdate 4
h OptionalDiscretionary data Variable
i End Sentinel 1
j Linear Redundancy Check (LRC) Character 1
8.1.2. Track2
Field ID Character Contents Length \
a Start Sentinel 1
b AccountNumber 12 or 19
C Separator“=" 1
d Expirationdate "YYMM" 4
e Optionaldiscretionary data Variable
f End Sentinel 1
g Linear Redundancy Check (LRC) Character 1
8.2. ARMVA Driver's License Format
8.2.1. Track1
Field ID Character Contents Length
a Start Sentinel 1
b State or Province 2
C City 13
d Name 35
e Address 29
f End Sentinel 1
g Linear Redundancy Check (LRC) Character 1
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8.2.2. Track2
Field ID Character Contents Length

a Start Sentinel 1
b ANSI User Code 1
C ANSIUserID 5
d Jurisdiction ID/DL 14
e Expiration date 4
f Birth Date 8
g Remainder of Jurisdiction

i ID/DL 5
h End Sentinel 1
i Linear Redundancy Check (LRC) Character 1

8.2.3. Track3
Field ID Character Contents Length

a Start Sentinel 1
b Template Version # 1
C Security Version # 1
d Postal Code 11
e Class 2
f Restrictions 10
g Endorsements 4
h Sex 1
[ Height 3
j Weight 3
k Hair Color 3
I Eve Color 3
m ID# 10
n Reserved Space 16
0 Error Correction 6
p Security 5
q End Sentinel 1
r Linear Redundancy Check (LRC) Character 1
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9. APPENDIX C: Other Mode Card Data Output

Thereis an optional data output formatsupported by SecureHead to be compatible with specific
software requirements.

<01h> <01h> <1Ah> <02h> <00h> <Left 8 bytes Device Serial Number> <6 Byte Random data>
<30h> <31h> <264 bytes of Sampling data>.

10. APPENDIX D: Guide To Encrypting And Decrypting Data

The encryption mode used by SecureHead is called Cipher-block Chaining (CBC). With this method,
eachblockof data is XOR'ed with the previous data block before being encrypted. The encryption of
eachblockdepends onall the previous blocks. As a result, each encrypted data block would need to
be decrypted sequentially.

To encryptthe data, first generate 8bytes of 0x00 to use asan initialization vector whichis XOR'ed
with the first data block beforeitis encrypted. Thenthe datais encrypted with the device key using
TDESalgorithm. The result is again XOR'ed with the next 8-byte data block beforeitis encrypted. The
process repeats untilall the data blocks have been encrypted.

The host candecryptthe ciphertext from the beginning of the block when the datais received.
However, it mustkeep track of both the encrypted and clear textdata. Or alternatively, the data can
be decrypted backward form thatlastdata block to the first, so that the decrypted data canreplace
the originaldata as the decryptionis in process.

To decryptthe data using reverse method, firstdecryptthe last 8-byte of data using TDES
decryption. Then perform an XOR operation with result and the preceding data block to getthe last
datablockin cleartext. Continue to decryptthe nextprevious block with the same method till it
reaches the first block. For the first data block, the XOR operation can be skipped becauseiitis
XOR'ing with 00h bytes.
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12. APPENDIX F: Example of Decoded Data Decryption

Key for allexamplesis 0123456789ABCDEFFEDCBA9876543210

Security Level 3 Decryption: Enhanced Encryption Format

Example of decryption of a three track ABA card with the enhanced encryption format. SecureHead
Reader with default settings exceptenhanced encryption structure format.

Enhanced encryption Format (this can be recognized because the high bit of the fourth byte
underlined (80) is 1.

029801803F48236B03BF252A343236362A2A2A2A2A2A2A2A393939395E42555348204A
522F47454F52474520572E4D525E2A2A2A2A2A2A2A2R2A2A2A2A2A2A2A2A2A2A2A2A2A
2A2A2A2A2A2A2A2A2A2A3F2A3B343236362A2A2A2A2A2A2A2A393939393D2A2A2A2A2A
2R2A2A2A2A2A2A2A2A2A3F2ADATEF2A52BD3F6DD8BI6C50FC39CTEOAF22F06ED1IF033BEO
FB23D6BD33DC5A1F808512F7/AE18D47A60CC3F4559B1B093563BE7E07459072ABF8FAAB
5338C6CC8815FF87797AE3ATBEAB3BI0A3FBC230FBFBO41FACOEB82649981AET79F263215
6E775A06AEDAFAF6FO0A184318C5209E55AD44A9CCEF6AT8AC240F791B63284E15B40191
02BA6C505814B585816CA3C2D2F42A99B1B9773EF1IB116E005B7CD8681860D174E6AD3
16A0ECDBC687115FC89360AEETE430140A7B791589CCAADB6D6872B78433C3A25DA9DD
AES83F12FEFAB530CE405B701131D2FBAAD970248A456000933418AC88F65E1DB7ED4DL0
973F99DFC8463FF6DF113B6226C4898A9D355057ECAF11AL598F02CA31688861C157C1C
E2EQF72CEOF3BB598A614EAABB16299490119000000000206E203

STX, Length(LSB, MSB), card type, track status, length Track1, length Track2, length Track302 9801
80 3F 48-23-6B 03BF

The above brokendown and interpreted

02: STX character

98: low byte of total length

01: high byte of total length

80: card type byte (interpretation new format ABA card)
3F: 3 tracks of data all good

48: length of Track

23: length of Track2

6B: length of Track3

03: tracks 1 and 2 have masked/cleardata

BF: bit 7=1: KSNincluded

Bit 6=0: no Session ID included so not level 4 encryption
Bit 5=1: Track3 hash data present

Bit 4=1: Track2 hashdata present

Bit 3-1: Track1hashdata present

Bit 2=1: Track3 encrypted data present

Page |40



ID TECH SecureHead SPI with TMIV User Manual

Bit 1=1: Track2 encrypted data present
Bit 0=1: Track1encrypted data present

Track1data masked (length Ox48)
252A343236362A2A2A2A2A2A2A2A393939395E42555348204A522F47454F5247452057
2EADS25E2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A
3F2A

Track1maskeddatain ASCII
S*4266***x**x*x*x* 9999~ BUSH JR/GEORGE

W.MRAXF,k Kk kkkhkxkkkkhkkhkhkrdhkkkhkhkhhkrxkkkkkDx

Track2 datain hexmasked (length 0x23)
3B343236362RA2A2A2A2A2A2A2A393939393D2A2A2A2A2A2A2A2A2A2A2A2A2A2A2A3F2A

Track2 maskeddatain ASCII

;4266********9999:***************?*

In this example there is no Track3 data either clear or masked (encrypted and hashed datais below)

Track1encrypted length Ox48 rounded up to 8 bytes = 0x48 (72 decimal)
DATF2A52BD3F6DD8BI96C50FC39CTE6AF22F06ED1IFO033BEOFB23D6BD33DC5A1F 8
08512F7AE18D47A60CC3F4559B1B093563BE7E07459072ABF8FAABS338C6CC88
15FF87797AE3ATBE

Track2 encrypted length 0x32 rounded up to 8 bytes =0x38 (56 decimal)
AB3B10A3FBC230FBFBRY941FACOEB82649981AET79F2632156E775A06AEDAFAFG6FOA
184318C5209E55AD

Track3encrypted length Ox6B rounded up to 8 bytes =0x70 (64 decimal)
44A9CCF6AT8AC240F791B63284E15B4019102BA6C505814B585816CA3C2D2F42
A99B1B9773EF1B116E005B7CD8681860D174E6AD316A0ECDBC687115FC89360A
EE7E430140A7B791589CCAADB6D6872B78433C3A25DA9DDAES3F12FEFABS530CE
405B701131D2FBAADO70248A45600093

Track1data hashedlength 20 bytes 3418AC88F65E1DB7ED4D10973F99DFC8463FF6DF

Track2data hashedlength 20 bytes 113B6226C4898A9D355057ECAF11A5598F02CA31
Track3 data hashedlength 20 bytes 688861C157C1CE2EQOF72CEOF3BB598A614EAABBL

Kﬂﬂbngﬂ110bWES6299490ll9000OOOOOOZ
LCR, checksum and ETX06E203

Clear/Masked Data in ASCII:
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Track1: $*4266******x**9999~BUSH JR/GEORGE

W'MR/\*******************************?* TraCkZ:

’-4266********9999:***************?*

KeyValue:1A 99 4C 3E 09 D9 AC EF 3E A9 BD 43 81 EF A3 34 KSN: 62 99 49
01 19 00 00 00 00 02

Decrypted Data:

Track1decrypted
$B4266841088889999"BUSH JR/GEORGE
W.MR”0809101100001100000000046000000°2!

Track2decrypted
;4266841088889999=08091011000004620

Track3decrypted
;333333333376767607070776767633333333337676760707077676763333333333767
67607070776767633333333337676760707722

Track1decrypted datain hexincluding padding zeros (but there are no pad bytes here)
2542343236363834313038383838393939395E42555348204A522F47454F5247452057

2E4D525E30383039313031313030303031313030303030303030303436303030303030
3F21

Track2decrypted datain hexincluding padding zeros
3B343236363834313038383838393939393D3038303931303131303030303034363F30
0000000000

Track3decrypted datain hexincluding padding zeros
3B33333333333333333333373637363736303730373037373637363736333333333333
3333333337363736373630373037303737363736373633333333333333333333373637
3637363037303730373736373637363333333333333333333337363736373630373037
3F320000000000

Page|42



ID TECH SecureHead SPI with TMIV User Manual

13. APPENDIX G: Example oF SPI Master Chip Controlling

/*H*‘k* KA AAKAAA A A KNI A A KR AA A KA KA AR AR A KA KA A KA NI A I AR A A I AR A A I AR A A A AR A h Ak h vk dk hkhk Kk

* NAME: spi_drv.h

* Copyright (c) 2003 ID TECH.

* RELEASE: ccO03-demo-spi-0 0 1
* REVISION: 1.1.1.1

* PURPOSE:

* spi lib header file

K AR AKRK KK AR KA K AAKR KA K AAKR A KA A AR AR IAA AR A AR AKR KA AA AR AXAFA AR AR KA AR AR K IR AR KA * kAKX kk ok kxk **/

#ifndef

_spi DRV

_H_

#define

_spi DRV

7H7

/* INCLUDES */

/* DEFINITTION */

// Pin define
#define _DAV_IN P3_4 // SPI
chip has data ready
#define _SPI_SS P1_1 // SPI

chip select pin

//In Master mode, the baud rate can be selected from a baud rate generator which is controlled
//by three bits in the SPCON register: SPR2, SPR1 and SPRO. The Master clock is

//chosen from one of seven clock rates resulting from the division of the internal clock by
//2, 4, 8, 16, 32, 64 or 128.

#define SPI_RATIO 2  0x00 // FCLK PERIPH/2
#define SPI RATIO 4  0x01 // FCLK PERIPH/A4

#define SPI _RATIO 8 0x02 // FCLK
PERIPH/8 #define SPI RATIO 16 0x03 // FCLK
PERIPH/16

#define SPI RATIO 32  0x80 // FCLK PERIPH/32
#define SPI_RATIO 64 0x81 // FCLK
PERIPH/64 #define SPI RATIO 128 0x82
// FCLK PERIPH/128 #define

SPI RATIO INVALID 0x83 // No BRG

/* MACROS */

// SPIF: Serial Peripheral data transfer flag

// Cleared by hardware to indicate data transfer is in progress or has been
// approved by a clearing sequence.

// Set by hardware to indicate that the data transfer has been completed.

#define Spif set () ((SPSCR & MSK SPSCR SPIF) == MSK SPSCR SPIF) // If equal, the data
transfer has been completed.

/* DECLARATTION_*/ Uchar spi_set speed(Uchar data

ratio) ;

void spi master init(Uchar data cpol, Uchar data cpha, Uchar data ssdis, Uchar
data speed); void spi Sendout (Uchar data inchar);

#endif /* SPI DRV H */

] KO HA K K KKK KK KKK KK KKK KK KK KKK KK KK KK KK KK KoK KK KoK KK KoK KK KoK KK KoK KK Kok X KK Kok XKk ok

* Module: main.c
/** AAkhkhkhk hkhkhk hkhk hkkhkhkhhkhhh hkh Ak hkh kA hkhkhk bk hkhkhkhhhkhkhkhkhkhkhkhkhkhkhkhkhkhkdkhkhkhhkhkhkhkhkhhkhkhkhkhhkhkk vkhkx k%

* Copyright (c¢) 2004 ID TECH inc.,

/** KAK KK A A KR AKA A AR A KA A AR AR A KA AR A KA A AR AKA A AR AA A AR AKA A AR AKA A AR AKX A AN AR A AR AR AR KAk Ak Ahk vk

* CREATION DATE: 2004.1.10

/** KAK KK A A KR AKA A AR AR A AR AR A KA A AR A KA AR A KA AR AA A AR AA A AR AKA A AR AKX A AR AR A AR AR AR KA Ak Ahk vk

* PURPOSE:
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* spi library low level functions (init, receive and send functions)

* and global variables declarations to use with user software application
KA A Ak A kA Ak kA Ak kA Ak hk kA ko kA Ak ko hk Ak hk ko hk Ak hk kA ko hk ko hkddkhkkhkdk vk khkh vk khk vk kkk vk *% *****/

/* INCLUDES */ #include "spi_drv.h"
/* MACROS */ #define MAX LEN 512
/* DEFINITTION */

Uchar data SPI IPNT; // Temp buffer to store SPI data.
Uchar data Command OUTbuf [MAX LEN]; // Command

output buffer Uchar data Command INbuf [MAX LEN];

// Command input buffer Uintl6 data spilength; //
received command length

Uintl6 data Command Length; // output command length
/* DECLARATTION_*/

void main(void) {
Uintl6 data i, j; // Internal counter.

spi master init(0, O, 1, 32); //SPI master mode, initialize to CPOL=0,
CPHA=0, SSDIS=1, bitrate=Fper/32
Enable spi interrupt(); // Turn on SPI interrupt in system.
_SPI SS = 0; // Disable SPI slave during power on, to prevent indeterminate state.

do{ // keep polling...

{
[/ e e e Other subroutine to handle other tasks

}

if( DAV IN){ // If DAV pin is high level, SPI slave has data ready.
_SPI SS =1; // To Generate a falling edge. Not useful for clock phase
0, but clock phase 1 needs this falling edge.
delaylOus(); // Wait for high level get steady.
_SPI SS = 0; // Pull chip select pin low, ready to start SPI communication. spilength =
0; // Initialize Command buf pointer.

while( DAV IN){ // Keep polling DAV pin till it turns low level.
Polling interval is 40us in this demo code.

in this subroutine too.

buffer.

spi Sendout (0xff); // Send out any data to get SPI slave input, delay 40us

Command_INbuf [spilength++] = SPI_IPNT; // Save data into Command buf. if (spilength >= MAX LEN) {
// Quit while loop if read the end of input

break;

}

high.
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}
_SPI SS =1; // Read out all the data from SPI slave, set chip select pin to idle

for(i = 0; i < spilength; i++){ // Send out data from UART port.
put_byte (Command INbuf[i]);

[/ e e Other subroutine to handle other tasks

if (SPIMasterCommandReady) { // If SPI master wants to send a command to SPI slave
_SPI SS =1; // To Generate a falling edge. Not useful for clock phase
0, but clock phase 1 needs this falling edge.
delaylOus(); // Wait for high level get steady.
_SPI SS = 0; // Pull chip select pin low, ready to start SPI communication.

for(j = 0; j < Command Length; j++){ // Send out whole command string.
spi Sendout (Command OUTbuf[j]);

chip select pin to idle high.

tasks
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_SPI SS = 1; // Read out all the data from SPI slave, set BeepOn Long(); // Send out
one beep to indicate command finished.

[ e e Other subroutine to handle other
}

while( TRUE ) ;

}

/*C‘k‘k‘k KA A KK AKA A AR AA A AR AA AR A A A A KA KA A KA KA AKA AR AA AR AA AR AA AR AA AR AR A AR KAk Ak hhk Kk

* Module: spi drv.c
/** KA KA A AR A A A AR A A A AR AAAKR A KA AKR A KA AKA AR AA AR AKA AR AA AR AA AR AA AR AR AR Ak Ak hkhk Kk

* Copyright (c) 2004 ID TECH inc.,

/‘k‘k KA AKA A A KA A A AR A A A AR AA A KA KA AKR A KRR AK AR AA AR AA AR AA AR KA AA AR A A AR AR A AR Ak hk hkhk Kk

* CREATION DATE: 2004.1.10

/** * Kk k Kk ‘k‘k**:*‘k* dhkhkkhkhkhkkhk hkhk Ak hkhkdkhhkhkhkhAhhkhkhkhkhkhkhkhhkhkhkkhkhhkhkhkkhhkhkhhkhkkhkhkhkhkhkhkhkkhkhkh hkkdkkx kkx %%
* PURPOSE:
* spi library low level functions (init, receive and send functions)

* and global variables declarations to use with user software application
K AKA A A K KAA A A AA A AR AA A AR A A A h AR A A * AR A * A A A h A A A h A A Ak kA A Ak Ak A Ak hkhkhk vk khkk vk kk kh*k ‘k*/

/* INCLUDE S */ #include "spi drv.h"

/* MACROS */

/* DEFINITTION___ */ Uchar transmit completed = 0; // 0
by default

extern Uchar data SPI_IPNT;

/* DECLARATTION_*/

// Here are some global flags to use with spi library
// These global flags are used to communicate with higher level functions ( user application )
// Here the global variables to communicate with spi interrupt routine

/*F*** KA A A A A I A kA A I A kA Ak A kA Ak A kA Ak A kA Ak Ak Ak kA kA kA kA kA hkdk khk Ak hk vk hkhk vk kk khk *%

* NAME: spi isp
*

* PARAMS: none

* return: none

* PURPOSE:

* spi - interruption program for serial transmission ( Master and Slave mode )

* NOTE:
K AKA KA KR IR A A K AR A A K IR A A K AA A A A I A A A A A A A A A A A A A A A A AR IR AR A A h* ok dkhk ok vk
*AkxxHkxAxdx/ Interrupt (void spi isp(void), IRQ SPI) {
if(Spif set()){ // Quit if data transfer has not been

completed. transmit completed = 1; // Set software complete
flag

SPI_IPNT = SPDAT; // Store SPI input data in SPI IPNT. SPDAT - Serial Peripheral Data
R

g

1

s

t

e

r

return

}
}

/*F*** KA AKAKA AR AAA AR AR A AR AR KA R AR KA R AR AR AR AR AR A A h AR A Ak Ak Ak Ak Ak Ak vk khkhk kv khkk ok vkkx kx
* NAME: spi set speed
* PARAMS: ratio: spi clock ratio/XTAL
* return: Uchar: status
* PURPOSE:
* Configure the baud rate of the spi, set CR2, CR1l, CRO
* NOTE:
* This function is only used in spi master mode, called by spi master init
K AR AKRKA AR A KRA AR AR A KA R A I AR A A AR A A AR A A F AR A d Ak Ak hkhA Ak hkhkhkdhhkhkkhhhkhhk vk *%
*AxAxAKFxH%/ Uchar spi set speed(Uchar data ratio) {
switch (ratio) { // Set SPCON register
case 2: SPCON |= SPI_RATIO_2; break; // FCLK PERIPH/2 case 4: SPCON

Page |46



ID TECH SecureHead SPI with TMIV User Manual

|= SPI RATIO 4; break; // FCLK PERIPH/4 case 8: SPCON |=
SPI_RATIO 8; break; // FCLK PERIPH/8

case 16:SPCON |= SPI RATIO 16;break; // FCLK PERIPH/16

case 32:SPCON |= SPI_RATIO 32;break; // FCLK PERIPH/32

case 64:SPCON |= SPI RATIO 64; break; // FCLK PERIPH/64 case
128:SPCON |= SPI RATIO 128; break; // FCLK PERIPH/128
default : return FALSE;

}
return TRUE;

}

/*F‘k** KA AKAK AR AR A AR AR A AR AR KAA KR AR KA KR AR KA R AR KA R AR A A R AR A AR AR A A hA AR A Ak Ak hkhkkhkhkhkk vk k kk
* NAME: spi master init
* PARAMS:
* cpol: Uchar CPOL value
* cpha: Uchar CPHA value
* ssdis: Uchar SSDIS value
* speed: Uchar spi speed ratio transmission Vs Fper
* return: none

* PURPOSE:
* Initialize the spi module in master mode

* EXAMPLE:
* spi master init(0,0,1,32); // init spi in mater mode with CPOL=0, CPHA=0,
* // SSDIS=1 and bitrate=Fper/32
* NOTE:
KAk A hA A h A A A I AR A A I AR A A A A kA hA AR A A hA Ak Ak Ak hkh A Ak hh A Ak hkhkhk Ak ko hkhkhkhkhkhkhkdkk hhkk vk ,kk kx*k **/
void spi master init(Uchar data cpol, Uchar data cpha, Uchar data ssdis, Uchar
data speed) { SPCON = 0; // Initialize SPCON: Serial Peripheral Control Register
SPCON |= MSK SPCON_MSTR; // Serial Peripheral Master: Set to configure the SPI as a Master.
_SPI SS =1; // Initialize chip select pin to idle - high
level. spi set speed(speed); // Set SPI master speed to
Fper/32.
if(cpol) SPCON |= MSK SPCON CPOL; // Cleared to have the SCK set to “0” in idle state.
if(cpha) SPCON |= MSK SPCON CPHA; // Cleared to have the data sampled when the SCK leaves the
idle
state
if(ssdis) SPCON |= MSK SPCON_SSDIS; // Set to disable chip select in both Master and Slave
modes. Select manually control CS pin.
SPCON |= MSK SPCON_SPEN; // Set to enable the SPI interface.
}

/*F*** Ak hkkhkkhkhkhkhkhkhkhkhkhkhkhkhhk kb hhkhk kb hhkhkhkhkhkhkhk kb hkhkhkhkhkhkhkhkdkhkhkhkhkhkhkhkhkhkhkhkhkhkkhkkhkhkdkkhk khkx k%

* NAME: spi Sendout
* PARAMS: inchar: the desired character to send out
* return: none

* PURPOSE:

* Send out one character

* NOTE:

* This function is use only in spi master mode
KKK A A AA A AR AT A AN AA A AR AA AR AAA AR A KA AR A KA AR AR A AR AR A AR AR A AR AR A Ak, hAhk vk k%
xAxxxxFxAx/ yoid spi Sendout (Uchar data inchar) {
Uchar data m;
SPDAT = inchar;// send a data, put the data into SPDAT register
while(!transmit completed);// wait for transmission complete (interrupt
complete), flag
transmit completed will be set in SPI interrupt
subroutine. transmit completed = 0; // clear software
transmit end flag
m = 4; // Delay 40us then poll for DAV pin status or send out next
byte. do{
delaylOus() ;
}while (m--)
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14. APPENDIX H: Installation and Use Guide for Magnetic Heads

This section defines the design specifications ID TECH customers require to install magnetic readers
and heads to the correctdimensions and other specific requirements that ensure maximum life and
reading reliability. ID TECH has spentyears testing magnetic heads with our electronics to determine
the bestdimensions and characteristics. These factors, combined with the specified reference
surface, provide forID TECH's industry-leading reading reliability. It is extremelyimportant to follow
these instructions to achieve the best performance for ID TECH magnetic reading components that
are designed into your product(s).

14.1. Track Locations
ISO 7810 and SO 7811 standards define the specification forall “standard” magnetic stripe cards.
Thelocation of each magnetic head's track’s centerline is shown below in Figure 1'. ID TECH's heads
areinstalled in spring mounts that have mounting holes located on the centerline of Track 2; referto
Figure 2 for the 3-trackstandard magnetic head and (wing) spring mount. The pivot pins must be
precisely located to the dimensions shown below in Figure 1 for the Track 2 centerline, ensuring the
read head will be to the properdimensions forall tracks.

Figure 1: Location of Magnetic Track Centerlines

Centerof T1——————- B Wk
Centerof T2—— ——- B _
Centerof T3————F——1|——- _
sl 8 8§
~y Sy &

Reference Surface

" Note: Magnetic heads can contain one, two, or three tracks, but a three-track head is the most common.
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Figure 2: Standard Magnetic head assembly showing tolerances of Azimuth
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14.2. Reference Surface/Wear-Plate
Thereference surfaceisanimportantelementforthe properdesignofall credit card readers because
alldimensions for installing magnetic heads are measured from that surface. There areimportant
considerations to understand when designing the reference surface/wear-plate:

1. IDTECH usesstainless steel for the reference surface/wear-plate in most of our credit
readersto preventany measurable wearfrom the pressure exerted by card edges,
assuring negligible wear. Integrators should remember thatthe magnetic head's
installation dimensions are taken from the reference surface and thatany variation from
those dimensions could have a negative effecton reading reliability.

Note that electrostatic discharge can be anissue for MagStripe readers. When using metal
for the reference surface/wear-plate, integrators should either ground the plate or use
conductive plastic to help minimize ESD.

2. IDTECH useswear-resistant 30% glass-filled plasticsin applications where stainless steel
is impractical, suchasinsert readers. In this type of reader, the force from the card’s edges
is small while inserting and withdrawing cards compared to the force exerted on the wear
platein a conventionalswipe reader.|D TECH's insert readers use a 30% glass-filled
polycarbonate plasticinthe insertreader’srails.

3. ltis extremelyimportantthatthe reference surface nothave anybumps orabruptchanges
on the surface for one card length(3 and 3/8 inches) from the centerline of the read head'’s
gap; anyirregularities will cause reading failures. The critical design requirementis that the
reference surface/wear-plate mustbe atminimum flush to above any surface within a
card length of the read head's centerline. Any surface thatis in-line with the card swipe, if
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plastic, should at a minimum be of 30% glass-filled plastic because the card’s edge will
inevitably scrape that surface upon entering and exiting the card swipe. We recommend
having stainless steel surfaces on both the entrance and exitarea surfaces or have them
substantially below the rail's reference surface.

14.3. Card Reader Rails/Slot and Magnetic Head Protrusion

When designing a card reader, engineers must consider the thickness of the media used. Magnetic
media comesinvarious thicknesses, butmostreaders use cards thatare nominally 0.030 inches
thick +/- 10%2. Some applications do occur where the media is thinner, normally in specialized
applications where the media canbe as thin as 0.010 inches thick (such as the papercards used for
many parking lot paper tickets).

To accommodate media with minimum and maximum thicknesses, the slotneeds to be a between
0.040 and 0.050 incheswide in anarea a minimum of 0.5 inches on eitherside of the centerline of
the magnetic head's gap (this gapislocated at the apex of the head's radius). The remaining portion
of the rails (slot width) can be wider, but never smaller; also rememberthatit is bestto have the
reference surface/wear-plate extend fora minimum of 1.5 inches from the magnetic head's gap.

1. Magnetic heads needtobe able torotate on a gimbal(refer to Figure 3 for anexample) to
compensatefortilting cards, and therefore musthave a minimum deflection. For
credit/debitcards usedin financial transactions or otherapplications using standard
thickness cards (0.030 inches +/- 10%), the magnetic head's gap (the apex of the protruding
radius) should be spaced within 0.010 +/- 0.003 inches from the opposing rail/wall.

To ensure reliable read rates on thinner cards, the head mustcontactthe mediaand be deflected bya
minimum of 0.007 inches (0.18mm); this is regardless of the media thickness, or head configuration.
For example, if the mediais 0.010 inches (0.25mm) thick, the head face mustbe positioned a
maximum of 0.003 inches (0.08mm) from the opposite wall. To avoid damaging the gap material the
head should not contactthe opposing rail/surface in the card slot.

2 Note: 0.030-inch thickness is the dimension for all credit and debit cards, and is common for other cards as
well.
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2. If therails are designed withoutusing an ID TECH rail, the minimum slot width should be
0.040 inches wide, at a minimum of 0.5 inches on both sides of the magnetic head's gap.
There mustalso be a smooth transition leading up to the 0.040-inch-wide area of the slot

both entering and exiting the magnetic head.

Figure 3
A/GIMBAL
ﬁ\ INandOUT
>
h ﬁ/

3. Whendesigninginsert style readers, make sure the magnetic media on cards canbe
inserted completely, pastthe read head, so the readerregisters the stop sentinelon the

magnetic stripe.

1

A
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15. APPENDIX I: Firmware Upgrade
ID TECH TM4 SPI SecureHead firmware can be updated through the SPI communication port.

ID TECH can provide Windows-based utility software, FWUpdate.exe,and an RS-232 to SPI converter
board for reference. The customer canalso develop their own software to upgrade the firmware.
(Prerequisite: The host must already be in communication with SecureHead. It must supportregular
commands like “read firmware version.")

Referalso to ID TECH's Tech Note 015 on TriMag IV firmware upgrade procedures, available for
download at https://atlassian.idtechproducts.com/confluence/display/KB/Downloads+-+Home.

15.1. Procedure
TriMag IV firmware can be updated using the following commands.

Exceptwhere noted, commands should be wrappedin STX (0x02) and ETX (0x03), followed by a one-
byte LRC (calculated as the XOR of all preceding bytesincluding STXand ETX).

Also, except where noted, a successful response will begin with ACK (0x06).

15.2. Basic steps:
1. Read firmware version (52 22 88 command). Thisis to confirm currentreaderis working 2. Erase
firmware (53 7E OD 3101 02 03 04 05 06 07 08 04 03 02 01).
The firmware will be erasedinabout 2 seconds, thenrise DAV line to requestthe send of Ox5A. Host
needs to read this response.

Note: The DAV line will be high for 500 mS. If software does not read a response, the SecureHead will
shift to RS232 communication. Insucha case, you mustcycle the SecureHead powerand read
response within the 500 mS DAV high period to getthe 5A byte.

We suggestwaiting another 3 seconds afterreading the response, then perform the following
loading sequence.

15.3. Load new firmware

1. Send hex byte 0xBD to start loading.

2. Open firmware bin file and send the whole file to the SecureHead.
Note: The new firmware file is a binary file that contains 26K bytes encrypted firmware and 4 bytes
CheckSumand LRC. The CheckSum and LRC will be checked by SecureHead. The SecureHead will
decide torejector acceptthe firmware download. (The hostdoes not need to check these bytes. Just
send the whole file.)

3. Wait for DAV line high and read one-byte response.

4. Wait for 3 seconds.
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15.4. Example

Following is an example whenloading firmware with ID TECH FiWUpdatesoftware.

Step 1: Review current firmware version:

ouTt

ouTt

IN

02522288039

060249442054 45
482054 4d 342053
637572654865 61
205350492052 65
646572205631 2e
342e 3034390317

B. Erase current firmware:

02537e0d310102
040506070804 03
0103 1c

5a

43
65
64
61
32

03
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.IDTEC 250ms

H TM4 Se
cureHead
SPIRea

der V1.2 4.049..

2.2sC

Note: It takesabout 2 seconds for SecureHead to finish erasing firmware. The host should wait for
DAV line rise and read the response 5A. The host might wait another 3 seconds to perform following
loading step.

Step 2: Download firmware:

1. Send one byte for getting into download mode: BD.
2. Send encrypted bin file (new firmware file).
3. Wait for DAV linerise, get one-byte response, ignore it.
4. Wait a few seconds (about 3 seconds).

Step 3: Checknew firmware version

ouTt 02522288 03f9 R".. 5.0sc
IN 06024944 20544543 .IDTEC 251ms
482054 4d 34205365 HTM4 Se
63757265 48656164 cureHead
20535049 20526561 SPIRea
64657220 56312e 32 der V1.2
342e 3035 3003 1f 4.050..
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